ADVISORY BOARD AGENDA — October 21, 2021

1. Welcome & Open Remarks

A) DECISION ISSUES
a) Approval of Advisory Board Minutes 7.20.21
b) Approval of 2021 NOFO Ranking/New Projects
c¢) HMIS Policies & Procedures Manual
d) RRH Policy Update
e) Program Policy By-Law Update
f)  Approval of ODSA HCRP Application

B) Race Equity
a) Governance Committee Update

C) Initiative Reports (See handouts)
a) Ending Youth Homelessness (EYH)
b) Ending Veteran Homelessness (EVH)
¢) RRH
d) Unsheltered Report

D) COVID Recovery Update
a) COVID Recovery Space
b) Non-Congregate Shelter
c) Housing Incentives/Vaccine Incentives
d) Eviction Diversion Efforts
e) Rightto Counsel
E) ARPA & Home Update
F) Emergency Rental Assistance Update

G) CMHA Mobility & Housing Vouchers

H) Seasonal Shelter Planning

PLEASE NOTE THE OHS ADVISORY BOARD 2021 MEETING DATES:

Calendar for 2021
OHS Advisory Board Meetings: January 21st; March 18™"; May 20th; July 29;
September 16"; November 18"

Executive Committee Meetings: January 19%"; Special February Board Meeting TBD,
March 9t"; May 11%"; July 20*"; September 14"; November 9"




Federal Benchmarks Generation Tool ve.2211/01/201

[~ INUMDET o7 veterans -
S Y. To Use: Enter an "End Date" and click e e Calculat
homeles‘;ness asgof end 93 "Calculate Benchmarks" for results. See Lol Wil Be:cc::ne;reks
date of report: Instructions tab for further guidance. 90 day look-back period: | 7/3/2021 | | 10/1/2021 |
A. Have you ended chronic and long-term homelessness among Veterans in your community?
Target: Zero chronic and long-term homeless Veterans as of date of review, with exceptions indicated below. Data Point
Total number of chronic and long-term homeless Veterans who are not in permanent housing as of end date above: 10 A1
Exempted Group One Total number of chronic and long-term homeless Veterans who have been offered, but not yet accepted a PH 4 A2
P p intervention offer and where the last PH intervention offer was within 14 days of the end of the 90 day look-back period:
Total number of chronic and long-term homeless Veterans who have been offered a PH intervention, but have chosen to
Exempted Group Two enter service-intensive transitional housing in order to appropriately address a clinical need, prior to entering a 3 A3
permanent housing destination:
Total number of chronic and long-term homeless Veterans who have accepted a PH intervention offer, but not yet
Exempted Group Three entered permanent housing and where the first acceptance of a PH intervention offer occurred during the 90 day look- 5 A4
back period:
Total Chronic and Long-Term Homeless Veterans - Total Number of Veterans in Exempted Groups 1,2 and 3 = 1
Benchmark A achieved?
B. Do Veterans have quick access to permanent housing?
Target: For homeless Veterans placed in PH in last 90 days, excluding exceptions indicated below, the average time from date of identification to date of PH
move-in is less than or equal to 90 days.
Total number of Veterans who moved into permanent housing 34 B1
- Exemption Group 2: Do NOT include people who were offered a permanent housing intervention but chose to enter a service-intensive transitional housing project 15 B2
prior to entering a permanent housing destination. Number of Veterans offered PH intervention, but declined the offer and chose TH prior to PH destination:
Total net number of Veterans who moved into permanent housing (B1 - B2): 19 B3
Total number of days it takes for all Veterans who become homeless to enter permanent housing
- Days between date of identification to PH move-in for all Vet PH exiters. Exemption Group 1: For any Veteran who was identified and offered a permanent housing 3046 B4
intervention, but did not initially accept the offer, include only the time from when they accepted the intervention until they moved into housing. Total days:
Total Number of Days -+ by Total Net Number of Veterans = 160
Benchmark B achieved?
C. Does the community have sufficient permanent housing capacity?
Target: In the last 90 days, the total number of homeless Veterans moving in to permanent housing is greater than or equal to the total number of newly
identified homeless Veterans.
The total number of Veterans exiting homelessness to permanent housing: 34 Cc1
The total number of newly Identified homeless Veterans: 58 Cc2
Benchmark C achieved?
D. Is the community committed to Housing First and provides service-intensive transitional housing to Veterans
exneriencing homelessness onlv in limited instances?
Target: In the last 90 days, the total number of homeless Veterans entering service-intensive transitional housing is less than the total number of newly
identified homeless Veterans.
The total number of Veterans entering service-intensive transitional housing: 32 D1
The total number of newly Identified homeless Veterans: 58 D2

Benchmark D achieved? |below D2

D1 must be significantly
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Cleveland/Cuyahoga County Continuum of Care
Homeless Management Information System

Overview:

In 2001, Congress established a national goal and directive for HUD that all communities
receiving HUD homeless program funding collect an array of data, including unduplicated counts
of homeless, the use of services and the effectiveness of local assistance systems. In order to
achieve this objective, HUD mandated that all communities develop a Homeless Management
Information System (HMIS).

Beginning with the 2003 Continuum of Care (CoC) and Emergency Shelter Grants (ESG), the U.S.
Department of Housing and Urban Development (HUD) required all grantees and sub-grantees
to participate in their local HMIS. This policy is consistent with the Congressional Direction for
communities to provide data to HUD on the extent and nature of homelessness and the
effectiveness of its service delivery system in preventing and ending homelessness.

Mandated Participation

Projects authorized under HUD’s McKinney-Vento Act, as amended by the HEARTH Act, and
mandated by Federal, State, or Local funding sources must meet the minimum participation
standards as outlined in this Policies and Procedures Manual.

Voluntary Participation

The Cleveland/Cuyahoga County Continuum of Care (CoC) strongly encourages homeless service
providers to participate in the local HMIS. The HMIS lead agency works regularly with non-
funded providers to communicate the benefits of HMIS and encourage participation.

The HMIS and its operating policies and procedures are structured to comply with the most
recent https://files.hudexchange.info/resources/documents/FY-2022-HMIS-Data-Standards-
Manual.pdf

What is a Homeless Management Information System?

A Homeless Management Information System (HMIS) is a locally administered electronic data
collection tool designed to capture client-level information over time on the characteristics,
service needs, and service utilization of men, women, and children experiencing homelessness.

The HMIS Lead Agency, Cleveland/Cuyahoga County Office of Homeless Services (OHS), holds
the contract with Bitfocus Inc. for the use of an HMIS application known as Clarity. Under this
agreement, OHS is the licensed administrator of Clarity which is managed by the System
Administrator. The HMIS System Administrator ensures that the system is available to agency
partners and providers within the Cleveland/Cuyahoga County Continuum of Care.

HMIS Solution:

Cuyahoga County has adopted the use of Clarity (from Bitfocus Inc.) as its HMIS software
solution. Clarity is a web-based application that requires no local software installation. It
provides automatic reports to meet HUD reporting requirements and offers flexibility so that
local agencies can customize its use for local needs. This platform was selected by a group of
representatives of the Local Continuum of Care in 2020, following a highly participatory process
of analysis of system needs and comparative examination of several top-rated software
platforms.
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The Homeless Management Information System (HMIS) project is administered by the
Cleveland/Cuyahoga County Office of Homeless Services. The project utilizes the Internet-based
technology to assist homeless service organizations across Cuyahoga County to capture
information about the clients that they serve.

Potential benefits for agency and Program managers:

When aggregated, information can be used to garner a more complete understanding of clients’
needs and outcomes, and then used to advocate for additional resources, complete grant
applications, conduct evaluations of project services, and report to funders such as HUD. The
software has the capability to generate the revised HUD Annual Progress Report (APR).

Potential benefits for homeless men, women, and children and case managers:

Directors, program managers, employees, and case managers can use the software as they
assess their clients’ needs to inform clients about services offered on site or available through
referral. Employees and clients can use on-line resource information to learn about resources
that help clients find and keep permanent housing or meet other goals clients have for
themselves. Service coordination has been improved with the implementation of Coordinated
Intake and Assessment and the sharing of information among HMIS Participating Agencies (with
written consent) who are serving the same clients.

Potential benefits for community-wide Continuums of Care and policy makers:

Involvement in HMIS provides the capacity to projects within a Continuum to generate
automated HUD APRs and to utilize the aggregate data to inform policy decisions aimed at
preventing and reducing the number of persons experiencing homelessness at the county level.

Vision for HMIS

HMIS within the Cleveland/Cuyahoga County Continuum of Care continues to develop. The goals
of our HMIS system demonstrate our united effort and dedication towards providing targeted
services in order to reduce the number of newly homeless, reduce the length of stay for those
who are homeless and reduce the number returning to shelter. We strive to provide the
following:

e Coordinated case management across agencies, programs, projects and services
e Comprehensive information on clients served through a shared system of client records
e Integration of HUD’s requirements for a Coordinated Entry (CE) system, referred to
locally in Cleveland/Cuyahoga County as Coordinated Intake
e (Coordinated bed management
o An effective tool for tracking referrals and outcomes consistent with local planning and
the Federal Plan to End Homelessness
e Customized assessments and reports which allow us to
o Identify needs, resources and gaps through the use of data
o Enhance strategic planning efforts
o Continue to Inform public policy regarding the nature and extent of
homelessness in Cuyahoga County
o Work with other local/state/federal entities to conduct cross-system analysis

This document provides the policies, procedures, guidelines, and standards that govern
operations, as well as roles and responsibilities for OHS Staff and Participating Agency staff.
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Terms and Definitions

System Administrator — The person with primary responsibility for managing the HMIS. The
System Administrator provides technical database administration support to ensure HMIS data
are well organized, accurate, complete, accessible for reporting and client case planning, and
HMIS system users comply with standards for HMIS privacy, security, and data quality.

Participating Agency — An agency contributing data to the HMIS. Participating agencies must
comply with standards for HMIS participation including system security, client privacy, and data
quality.

End User — a person associated with a Participating Agency and authorized by the System
Administrator to access the HMIS. End Users may have different levels of HMIS access that may
include view only access, ability to enter new data, ability to enter new data and edit previously
contributed data, and ability to generate reports from HMIS data.

Cleveland/Cuyahoga CoC Advisory Board — the primary governing body for the
Cleveland/Cuyahoga Continuum of Care. As the CoC governing entity, the CoC Advisory Board
establishes operating policies and guidelines for all CoC operations, including HMIS.

Lead Agency — The HMIS Lead Agency is authorized by the Cleveland/Cuyahoga CoC Advisory
Board to manage the HMIS project. Management responsibilities including holding the contract
with the HMIS software vendor and any other vendors supporting the HMIS project. The Lead
Agency ensures the HMIS project and all associated HMIS activities are carried out in compliance
with HUD’s HMIS Data and Technical Standards.

Data Committee — A subcommittee of the Cleveland/Cuyahoga CoC Advisory Board with
responsibility for oversight of the HMIS Lead Agency and all HMIS supporting documentation,
including HMIS policies and procedures, privacy policy, consent protocols, data security
protocols, data quality protocols, and HMIS quality assurance efforts.

Agency Administrator — The person at a Participating Agency who serves as the primary contact
between the Participating Agency and the HMIS Lead Agency. Agency Administrators provide
additional technical support and HMIS system coordination for staff of the Participating Agency.

Security Officer — the person at the Lead Agency and/or Participating Agency responsible for
ensuring compliance with the HUD HMIS security standards and any additional security

protections identified in the HMIS Policies and Procedures.

Participation Agreement — An agreement between the Lead Agency, on behalf of the
Cleveland/Cuyahoga CoC, and a Participating Agency. The Participation Agreement

Governing Principles

Access to HMIS

Each agency will designate specific staff as HMIS End Users. Each User will be issued one
personal user license: login ID and password for access to the database. Each agency will also
determine the user access level for each of its licensed Users. Licenses and access to the
database will be cancelled immediately for any User that terminates employment. The Agency
Administrator, Program Manager, or Director at each Participating Agency will inform the
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System Administrator of staff changes within one business day of a staff member leaving the
agency

e C(Clients have the right to see their information in HMIS. If a client requests to see their
information, the Participating Agency/User who receives the request must review the
information with the client.

Persons to Enter into HMIS
Adults and children who are homeless, as defined by the Department of Housing and Urban
Development, will be entered into HMIS with informed/written consent.

Data Entry and Data Sharing

Participating Agencies must collect the required set of data elements for each client. As outlined
in the latest version of the HUD Data Standards, this includes the Universal and Program Specific
Data Elements. In addition, Participating Agencies are required to review and update any/all
data elements for each client served at the time of project entry, annual review and at exit.

Participating Agencies understand that only the individual who created the assessment screen
(Coordinated Intake), or an authorized person by originating agency, has the ability to edit
information within the assessment screen. Each Participating Agency will be responsible for
completing a separate assessment, as needed, in order to accurately reflect changes to data for
those clients served by the agency itself.

Protected Information
In the HMIS Record, there are certain services, referrals, and agencies not to be shared with
other agencies.

1. Domestic Violence
2. HIV/Aids

Shared Information
Each Participating Agency must complete and comply with the Agency Partnership Agreement.

Each individual HMIS user must complete and comply with the User Code of Ethics, Policy, and
Responsibility Statements.

Each Participating Agency will have access to view all open client records and direct access to
data entered by its own staff about the clients they serve. Written consent must be given by
clients in order for their identifying information to be entered into HMIS and shared among
agencies.

e Each Participating Agency must conduct periodic reviews to ensure appropriate written
documentation (Client Release of Information) indicating client consent of data entered
into HMIS.

e Identifying client information will only be shared among agencies that have signed the
Agency Partnership Agreement (CoC Memorandum of Understanding). At any time, the
client has the right to see a current list of CoC participating agencies.

e Additional agencies may join with notification and consent of the CoC Lead Agency.

e HMIS Users will maintain HMIS data in such a way as to protect against revealing the
identity of clients to unauthorized agencies, individuals, or entities.
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¢ No information will be entered for clients currently fleeing or in danger from a domestic
violence situation and being served by a Victim Service Provider.

e Clients may choose to no longer participate in HMIS at any time but must notify the
Participating Agency via a signed “Consent to Rescind Participation in HMIS” form. This
form must be submitted to the HMIS System Administrator.

e Clients may not be denied services based on their choice to withhold their consent.

e Participating agencies must maintain a comprehensive record (hard copy or electronic)
for each client refusing/rescinding authorization to participate in HMIS.

e De-identified data may be used for the purposes of evaluation and research.

Children’s Data: Information about clients who are under the age of 18 is always restricted. It is
the User’s responsibility to designate the information as “private”. Children’s data may be
shared if a parent or guardian lists the child on a signed “Release of Information Authorization”
form.

Data Integrity: Data is the most valuable asset of the HMIS Project. It is our policy to protect
this asset from accident or intentional unauthorized modification, disclosure or destruction.

Access to Client Records

The Client Records Access policy is designed to protect against the recording of information in
unauthorized locations or systems. Only staff that work directly with clients or who have
administrative responsibilities will receive authorization to look at, enter, or edit client records.
Additional privacy protection policies include:

e C(Client has the right to not answer any question, unless entry into a service project
requires it.

e C(Client has the right to know who has added to, deleted, or edited their client record.

e C(Client information transferred from one authorized location to another over the web is
transmitted through a secure, encrypted connection.

e C(Client information is stored in an encrypted database.

Quality Assurance
Participating Agencies are responsible for timely, accurate and complete entry of client-level
data.

e (Central Intake (Cl) is responsible for obtaining and entering the initial, complete data set
for most individuals or family members served. Cl will also enter all appropriate client
referrals to CoC Participating Agencies.

e The Participating Agency, receiving referrals, will review and enter information in HMIS
about individuals participating in an agency project.

e The Participating Agency will not enter fictitious or misleading data on an individual or
household. Nor will the agency enter data that misrepresents the number of clients
served or beds provided.

e Each Participating Agency will strive for real-time, or close to real-time, data entry. This
is defined by either immediate data entry upon the client receiving an assessment or
within one business day of the client assessment.

e Each Participating Agency must maintain a current copy of the Client Release of
Information on file for each individual or family member served.
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e The Participating Agency is responsible for each project’s data quality within the
respective provider tree and the percentage of “null/missing” and “unknown/don’t
know/refused” values relative to HUD required elements.

See Data Quality Plan

End User Ethics

Any deliberate action that adversely affects the resources of any participating organization,
institution, employee, or individual is prohibited. Users should not use the HMIS computing
resources for personal purposes. Users must not attempt to gain physical or logical access to
data or systems for which they are not authorized.

Computer Crime

Computer crimes violate State and Federal law as well as the Cleveland/Cuyahoga County HMIS
security Policy and Procedures. They include but are not limited to: unauthorized disclosure,
modification or destruction of data, programs or hardware; theft of computer services; illegal
copying of software; invasion of privacy; theft of hardware, software, data, or printouts;
promulgation of malicious software such as viruses; and breach of contract. Perpetrators may
be prosecuted under State and Federal law, held civilly liable for their actions, or both.

Application Software

Only tested and controlled software should be installed on networked systems. Use of
unevaluated and untested software outside an application development environment is
prohibited.

Technical Support

The System Administrator will be responsible for the training of all Participants in the use of the
HMIS program. Cuyahoga County Information Services Center will maintain the server. Each
Participating Agency is responsible for providing and maintaining computer hardware and
Internet Service.

HMIS End User Training

Prior to use, all users are required to attend training sessions. All Agency Administrators are
required to attend 2 days of Agency Administrator training. Agency Administrators will be
responsible for training their staff. The HMIS System Administrator will provide trainings for all
HMIS End Users on an as needed basis.
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ROLES AND RESPONSIBILITIES

Cleveland/Cuyahoga CoC Advisory Board

The CoC Advisory Board serves as the primary governing entity for the Cleveland/Cuyahoga
Continuum of Care. As the CoC governing entity, the CoC Advisory Board establishes
operating policies and guidelines for all CoC operations, including HMIS.

The Cleveland/Cuyahoga CoC Advisory Board HMIS-related responsibilities.

i) The CoC Advisory Board designates the HMIS Lead. The Cuyahoga County Office
of Homeless Services (OHS) is the current Homeless Management Information
System (HMIS) Lead, until and unless the Advisory Board designates another
HMIS lead agency.

ii) The CoC Advisory Board must ensure that the HMIS Lead agency is operating in
compliance with current HUD HMIS regulations and other applicable laws. The
Advisory Board and HMIS Lead agree to update HMIS operational documents
and HMIS policies and procedures to comply with any updates to HMIS
standards established in notices or other guidance, within the HUD- specified
timeframe for such changes.

iii) Every five years the CoC Advisory Board reviews annual evaluations and any
corresponding corrective actions. Upon conducting this review if any areas of
concerns are found to be not addressed, the CoC Advisory Board will vote on
whether the HMIS Lead agency is compliant with pertinent regulations and CoC
Board expectations. Additionally, the CoC Advisory Board shall consider if the
HMIS lead has taken appropriate corrective actions to improve any areas of
concerns.

a. The timeline for the five-year review will begin upon approval of the
HMIS Evaluation Plan by the HMIS Data Committee and the CoC Board
and is expected to begin in 2021.

iv) If the CoC Advisory Board finds that the HMIS Lead has not taken acceptable
measures to improve on areas of concern outlined by the HMIS Data Committee,
the CoC Advisory Board may vote to develop a timeline for corrective actions or
vote to assign a new HMIS Lead Agency.

v) If the CoC Advisory Board votes to assign a new HMIS Lead, the Board shall
direct the Lead Agency and the HMIS Data Committee to conduct a Request For
Interested (RFI) parties and corresponding Request For Qualifications (RFQ)
process to solicit and select a HMIS Lead.

a. In partnership with the HMIS Data Committee, this RFI/RFQ process will
be conducted by CoC Lead Agency.

b. Upon receiving and reviewing received qualification proposals, the Lead
Agency and the HMIS Data Committee shall make recommendations for
the CoC Board for a final vote to select the new HMIS Lead.

HMIS Lead Agency

The HMIS Lead Agency, Cleveland/Cuyahoga County Office of Homeless Services (OHS),
holds the contract with Bitfocus, Inc. for the use of Clarity. Under this agreement, OHS is the
licensed administrator of Clarity which is managed by the System Administrator.
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As the HMIS Lead Agency, the OHS ensures that all HMIS activities are carried out in
accordance with the HEARTH Act of 2009 and the relevant HMIS Data Standards.

The HMIS Lead Agency must develop new HMIS policies and procedures annually to remain
in compliance with changes in Coordinated Intake, HMIS Data Standards, and any new
regulations. Additionally, the HMIS Lead Agency must review and update existing
Documents including the Privacy Plan, Data Quality Plan, Security Plan, Governance Charter
& Policies and Procedures at least annually, ensuring compliance with any new federal,
state, or local regulations. While the final operational responsibility resides with the HMIS
Lead Agency, OHS divides accountability among 3 parties:

1. HMIS Lead Agency. Responsible for updates to the HMIS Policies and Procedures
and the creation of or any revisions to existing documents for HMIS in compliance
with new regulations and system changes. The HMIS Lead agency houses the HMIS
System Administrator responsible for all aspects and oversight of the HMIS.

2. HMIS Data Committee. Responsible for reviewing, providing feedback and
approving any HMIS procedural and/or document changes.

3. CoC Advisory Board. Responsible for final approval of annual revisions to the HMIS
Policies and Procedures.

The HMIS System Administrator is responsible for:

e Providing training support to Participating Agencies by determining training needs of
end users, developing training materials and conducting training sessions;

e Serving as the primary liaison with the HMIS vendor to advocate and resolve issues;

e Providing technical support by troubleshooting data with Participating Agencies;

e Managing user accounts and access;

e Managing system enhancements/updates and modifications;

e Fulfilling and assisting with reporting requirements for the CoC;

e Developing regular reports based on local CoC goals and objectives;

e Providing oversight of HUD/CoC quality and security standards;

e  Working with CoC committees to coordinate the HMIS effort;

e Monitor participating agency use of HMIS for compliance with HMIS Policies and
Procedures, Privacy Plan, Security Plan and HMIS Data Quality Plan, and HMIS Data
Standards.

HMIS Participating Agencies

Any agency who participates in HMIS must complete an Agency Memorandum of
Understanding and agree to abide by the policies and procedures outlined in this manual.
Participating agencies are responsible for their client level data; furthermore, each agency is
responsible for the integrity and security of their agency’s client data.

Participating agencies are responsible for their agency end users and ensuring that they
comply with the policies and procedures manual.

Each Participating Agency must designate an Agency Administrator and a backup Agency
Administrator responsible for:
e Serving as the primary contact between their agency’s end users and the HMIS
System Administrator;
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e Reporting any changes regarding HMIS Provider Profile Information to the HMIS
System Administrator;

e Providing technical support by troubleshooting data and escalating unresolved
issues to the HMIS System Administrator;

e Notifying all of their agency end users of system updates, changes or other relevant
information;

e Notifying HMIS System Administrator of personnel changes as it relates to HMIS;

e Conducting new and refresher trainings to agency end users;

e Assuring only trained, designated and licensed staff enter and maintain data;

e Monitoring compliance as outlined in the HUD Data Standards;

e Performing routine quality assurance procedures to monitor data quality and
promptly make corrections. Develop and provide Agency Internal Data Quality Plan
for HMIS;

e Ensuring their agency’s adherence to the HMIS Policies and Procedures. Reporting
any violations;

e Providing and maintaining computer hardware, software and Internet Service;

e Serving as the HMIS Security Officer for the agency.

Note: Certain circumstances (sick leave, FMLA, extended vacation, etc.) will require the transfer of an
agency’s HMIS license from one staff person to another. The existing HMIS Agency Administrator or
Executive Director must submit any/all license transfer requests directly to the HMIS System Administrator
via email.

HMIS Security Officer Responsibilities

Each HMIS Lead Agency and Participating Agency must designate an HMIS Security Officer.
For Participating Agencies, this is the Agency Administrator. This individual is responsible for
ensuring compliance with the HUD security standards outlined in the Policies and
Procedures described in this document.

End Users

End Users are designated by their agency’s Executive Director and HMIS Agency
Administrator. End Users must sign an HMIS End User Agreement and complete training in
order to access HMIS. End Users are responsible for collecting/reviewing/entering all of the
HUD-required or other funder-required data elements for each individual and household
member, ensuring that data entry complies with the timeliness standards, ensuring that
they protect privacy and client confidentiality and for following all other policies and
procedures in this manual.

HMIS Data Committee
The HMIS Data Committee will be responsible for making recommendations to the CoC
Advisory Board. The HMIS Lead Agency will identify and recruit members from HMIS
Participating Agencies based on specific criteria and experience in the system. The purpose
of this committee is to advise, support and encourage the Cleveland/Cuyahoga County
Continuum of Care HMIS operations in the following areas: consumer involvement, quality
assurance, planning and accountability.
= Planning, decision-making, evaluation and facilitation for the implementation of
HMIS
= Coordination and recommendations to assist projects with participation (i.e.
resources, workflow, etc)
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= Determining and making recommendations on policies and procedures for the HMIS
system

= Evaluating potential projects regarding research efforts and linking HMIS with other
databases

= Supporting the rights and privacy of homeless persons as it relates to HMIS.

HMIS User Group

The User Group will hold meetings on an adhoc basis for the purpose of addressing
implementation and on-going operational issues. The User Group exists for the purpose of
information sharing, problem solving, and generating recommendations for the continued
improvement of the local project. The User Group will consist of all end users from each of
the Participating Agencies and the System Administrator.
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Policies and Procedures

Title: Participation Requirements - Workstation

Policy: All recipients of HUD McKinney-Vento Act funds are required to participate in
HMIS. Funded projects include all Continuum of Care, ESG, SHP, S+C and Section
8 moderate Rehabilitation for SRO.

Purpose: To provide the structure of on-site support and compliance expectations.

Scope: System wide

Workstation Minimum Requirements

= |ntel-compatible 2GHz+ processor.

=  Minimum of 40 GB Hard Drive.

= Minimum of 2GB RAM.

= LAN or always-on High Speed Internet Connection (Cable, DSL, Fiber-Optic).

= Recent version of Internet Explorer, Google Chrome, or Mozilla Firefox with proper
browser settings for use with SSL based websites.
= Virus protection updates.

Internet Browser Comparisons

e Internet Explorer 8 is much faster than Internet Explorer 7.
e Each new release of Firefox tends to be incrementally faster than the previous.

Most Firefox versions are faster than any Internet Explorer version.
Safari tends to fall between Firefox and Chrome.

e Chrome has been maintaining its lead as fastest of all.

System Minimum Requirements

= |dentification of Site Agency Administrator: Designation of one key staff person and a
backup staff person to serve as both the Agency Administrator and Security Officer for
the site. This person will be responsible for password resets, monitoring application
access and maintaining all aspects of security. This person will also be responsible for
training new staff persons.

= Training: All Agency Administrators will attend required training(s)with the HMIS
System Administrator at the Office of Homeless Services. The Agency Administrator is
responsible for training all other agency end users.

Note: Users will NOT be allowed to access the system until ALL Information Security
paperwork is complete and signed by Executive Director (or designee).

= |nterview Protocols: Agencies must collect all required data elements and any
additional data elements established by Federal, State, and Local funders. These data
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elements will be available in an Interview Protocol format for use with clients during the
initial/assessment process at Coordinated Intake.

= Participation Agreement: Agencies are required to sign an Agency Participation
Agreement/Memorandum of Understanding stating their commitment to achieve
effective use of the system and proper collaboration within the Cleveland/Cuyahoga
County Continuum of Care.
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Title: Participating Agency Executive Director/Program Manager

Policy: The Executive Director and Program Manager of each participating Agency will
be responsible for oversight of all agency staff who generate or have access to
client-level data stored in the system software to ensure adherence to the HMIS
policies and procedures outlined in this document.

Purpose: To outline the role of the agency Executive Director/Program Manager with
respect to oversight of agency personnel in the protection of client data within

the system software application.

Scope: Executive Director/Program Manager in each Participating Agency

Responsibilities

The Participating Agency’s Executive Director and Program Manager are responsible for all
activity associated with agency staff access and use of the HMIS data system. They are
responsible for establishing and monitoring agency procedures that meet the criteria for access
to the HMIS system, as detailed in the policies and procedures outlined in this document.

The Executive Director/Program Manager will be held responsible for any misuse of the system
by his/her designated staff. The Executive Director and Program Manager agree to only allow
access to the HMIS software system based upon need. Need exists only for those shelter staff,
volunteers, or designated personnel who work directly with (or supervise staff who work
directly with) clients or have data entry responsibilities.

The Executive Director and Program Manager oversee the implementation of data security
policies, standards, and will:

= Assume responsibilities for integrity and protection of client-level, project-level and
agency-level data entered into the HMIS system.

= Establish business controls and practice to ensure organizational adherence to the HMIS
Policies and Procedures.

= Communicate control and protection requirements to agency custodians and users.
= Authorize data access to agency and assign responsibility for custody of the data.

=  Monitor compliance via the agency’s Data Quality Plan and conduct periodic reviews.
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Title: Participating Agency Administrator

Policy: Participating Agency must designate one person to be the Agency
Administrator.

Purpose: To outline the role of the site Agency Administrator

Scope: Participating Agencies Agency Administrator

Responsibilities

The Participating Agency agrees to appoint one person and one back up person as the Agency
Administrator. This person will be responsible for:

Serving as the primary contact between their agency’s end users and the HMIS System
Administrator

Reporting any changes regarding HMIS Provider Profile Information to the HMIS System
Administrator

Providing technical support by troubleshooting data and escalating unresolved issues to
the HMIS System Administrator

Notifying all of their agency end users of system updates, changes or other relevant
information

Notifying HMIS System Administrator of personnel changes as it relates to HMIS;
Conducting new and refresher trainings to agency end users

Assuring only trained, designated and licensed staff enter and maintain data.
Monitoring compliance as outlined in the HUD Data Standards

Performing routine Quality Assurance procedures to monitor data quality and promptly
make corrections. Develop and provide Agency Internal Data Quality Plan for HMIS
Ensuring their agency’s adherence to the HMIS Policies and Procedures. Reporting any
violations

Providing and maintaining computer hardware, software and Internet Service

Serving as the HMIS Security Officer for the agency

Ensuring that access to the HMIS system be granted to authorized staff members only
after they have received training and satisfactorily demonstrated proficiency in use of
the software and understanding of the Policies and Procedures and agency policies
referred to above

The Agency Administrator will also serve as the site HMIS Security Officer and is responsible for
the implementation of data security policy and standards, including:

Administering agency-specific business and data protection controls
Administering and monitoring access control
Providing assistance in the backup and recovery of data
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Title: User Role

Policy: Users must have specific authorization to access the application.
Purpose: To outline the role and responsibilities of the system user
Scope: System wide

Responsibilities

The Participating Agency agrees to authorize use of the HMIS system only to users who need
access to the system for data entry, editing of client records, viewing of client records, report
writing, administration or other essential activity associated with carrying out participating
agency responsibilities.

Users are any persons who use the HMIS software for data processing services. They must be
aware of the data’s sensitivity and take appropriate measures to prevent unauthorized
disclosure. Users are responsible for protecting institutional information to which they have
access and for reporting security violations.

Users must comply with the data security policy and procedures as described in these Policies

and Procedures. They are accountable for their actions and for any actions undertaken with
their usernames and passwords.

Revised 9.2.2021
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Title: Maintenance of System Operation
Policy: Participating Agencies must meet the technical standards for minimum
computer equipment configuration, Internet Connectivity, data storage, and

data maintenance program.

Purpose: Participating Agencies commit to a reasonable program of data and equipment
maintenance in order to sustain an efficient level of system operation.

Scope: Participating Agencies

Responsibilities

The Executive Director or designee will be responsible for the maintenance and disposal of on-
site computer equipment and data used for participation in the HMIS Program including the
following:

Computer Equipment

The Participating Agency is responsible for maintenance of on-site computer equipment. This
includes purchase of and upgrades to all existing and new computer equipment for utilization in
the HMIS Project.

Backup

The Participating Agency is responsible for supporting a backup procedure for any agency
system that serves as a source of information for the HMIS.

Internet Connection
OHS staff members are not responsible for troubleshooting problems with Internet Connections.
Data Storage

The Participating Agency agrees to only download and store data from the HMIS in a secure
format.

Data Disposal

The Participating Agency agrees to dispose of documents that contain identifiable client level
data by shredding paper records, deleting any information from CD-ROM before disposal, and
deleting any copies of client level data from the hard drive of any machine before transfer or
disposal of property. OHS staff is available to consult on appropriate processes for disposal of
electronic client level data.
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Title:

Policy:

Purpose:

Scope:

Implementation of Interagency Sharing Standards

As part of the implementation strategy of the system software, a Participating
Agency must have a client authorization & consent procedures and completed
forms in place for electronic data sharing.

Participating Agencies are required to develop procedures for providing oral
explanations to clients about the usage of a computerized Homeless
Management Information System. Participating Agencies are required to obtain
informed consent prior to entering client data into HMIS.

To indicate the type of client authorization procedures that Participating
Agencies must implement for data sharing implementation.

System wide

Informed Consent: Oral Explanation: All clients will be provided an oral explanation both at the
time of Coordinated Intake & Assessment and project entry. Clients will be informed that their
information will be entered into a computerized record keeping system. Each Participating
Agency will provide an oral explanation of the HMIS project and the terms of consent. The
agency is responsible for ensuring that this procedure takes place prior to every client interview.
The document Informed Consent must includethe following information:

=  What HMIS is?

@)

Internet based information system that Cleveland/Cuyahoga County Homeless
Service Agencies use to aggregate information about the persons they serve.

=  Why the agency uses it

o Toissue referrals and coordinate service delivery
o To understand client needs & outcomes
o To help identify and plan for appropriate resources for persons served
o To inform public policy in an attempt to end homelessness
= Security
o Only staff that have an HMIS license or who have administrative responsibilities

can look at, enter, or edit client records

=  Privacy Protection

O

No information will be released to a non-participating agency. Information will
only be shared with written consent.

Client has the right to not answer any question, unless entry into a project
requires it

Upon written request, the client has the right to view their HMIS record
Information that is transferred over the Internet is through a secure connection
& is encrypted

= Benefits for Clients

O

O

Case manager tells client what services are offered on site or by referral through
the assessment process.

Case Manager and client can use information to assist clients in obtaining
resources that will help them find and keep permanent housing.
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= Information Release:
The Participating Agency agrees not to release client identifiable information to any
other non-participating organization pursuant to federal and state law without Informed
consent.

= Federal/State Confidentiality Regulations:
The Participating Agency will uphold Federal and State Confidentiality regulations to
protect client records and privacy. In addition, the Participating Agency will only release
client records with written consent by the client, unless otherwise provided for in the
regulations.

1. The Participating Agency will abide specifically by the Federal confidentiality rules as
contained in 42 CFR Part 2 regarding disclosure of alcohol and/or drug abuse
records. In general terms, the Federal rules prohibit the disclosure of alcohol and/or
drug abuse records unless disclosure is expressly permitted by written consent of
the person to whom it pertains or as otherwise permitted by 42 CFR Part 2. A
general authorization for the release of medical or other information is not
sufficient for this purpose. The Participating Agency understands that the Federal
rules restrict any use of the information to criminally investigate or prosecute any
alcohol or drug abuse patients.

2. If the records released include information of an HIV-related diagnosis or test
results, the following statement applies:

This information has been disclosed to you from confidential records protected
from disclosure by state law. You shall make no further disclosure of this
information without the specific, written and informed release of the individual to
whom it pertains, or as otherwise permitted by state law. A general authorization
for the release of medical or other information is NOT sufficient for the purpose of
the release of HIV test results or diagnosis.

= Unnecessary Solicitation: The Participating Agency will not solicit or input information
from clients unless it is essential to provide services, or conduct evaluation or research.
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Title: Data Elements Requirements

Policy: All Participating Agencies agree to enter/review/update the standard set of data
elements on all clients served within each project.

Purpose: To uphold a standard level of coverage

Scope: System wide

Responsibilities

= Data Collection Commitment — All HMIS Data Standard required elements and CoC required
elements.

=  Commitment to Utilization of Interview Protocol

= Required Data Elements: The Participating Agency is responsible for ensuring that all clients
are asked a standard set of questions for use in aggregate analysis. These questions are
available in an Interview Protocol format and will initially be provided through Coordinated
Intake and Assessment. The Participating Agency agrees to enter, review and update this
level of client information into the HMIS software system at the time of project entry,
annual review or recertification and project exit.

Data to be collected by all HMIS Participating Agencies are those essential to the
administration of local homeless assistance projects and to obtaining an accurate picture of
the extent, characteristics and the patterns of service use of the local homeless population.
These data elements are critical to meeting the Congressional requirement for HMIS.
Therefore, all providers participating in local HMIS will be required to collect the universal
data elements from all homeless client seeking housing or services.

See Data Quality Plan
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Title: Minimum Information Security Protocols

Policy: Participating Agencies must develop and have in place minimum information
security protocols.

Purpose: To protect the confidentiality of the data and to ensure its integrity at the site.

Scope: System wide

Responsibilities

At a minimum, a Participating Agency must adhere to rules, protocols or procedures outlined in
the Security Plan which address each of the following:

= Assignment of user accounts

= Unattended workstations

=  Physical access to workstations

=  Policy on user account sharing

= Client Record Disclosure

= Report generation, disclosure and storage

See Security Plan
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Title: Access Privileges to System Software

Policy: Participating Agencies will apply the user access privilege conventions set.
Purpose: To enforce information security protocols.
Scope: System wide

User Access Privileges to HMIS
All participating users will need an individual agency unique username & password.

= User Access: User access and user access levels will be deemed by the Executive Director
and/or Agency Administrator of the Participating Agency in consultation with the OHS
System Administrator. The Agency Administrator will request new user accounts and
conduct password resets within the Administrative function of Service for the application.

=  Agency Administrator Qualifications: Time, interest, and ability are the biggest factors in
determining who should be an Agency Administrator. This title does not necessarily
correspond to the agency’s organizational chart. The user designated as the Agency
Administrator may also enter client data.

= Username format: (Recommended) The System Administrator will create all usernames
using a systematic approach. For example, the First Initial of First Name and Last Name.
Example Jane Smith’s username would be JSmith. In the case where there are two people
with the same first initial and last name, a sequential number should be placed at the end of
the above format. Ex.JSmith2, JSmith3, JSmith4.

=  Passwords:

e Creation: Passwords are automatically generated from the software when a user
account is created. Agency Administrators will communicate the system-generated
password to the user.

o Use of: The user will be required to change the password the first time they log onto
the system. The password must be between 8 and 16 characters and contain 2
numbers. Passwords are case sensitive and no symbols are permitted for username
or password.

e Expiration: Passwords expire every 45 days. A password cannot be re-used until
one entirely different password selection has expired.

e Termination from Employment: The Agency Administrator should notify the System
Administrator of any HMIS staff termination within one business day.
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Title: Unique User ID and Password
Policy: Authorized users will be granted a unique user ID and password.

Purpose: In order to ensure that only authorized users will be able to enter, modify, or
read data, unique User ID will be issued to every user.

Scope: System wide

Standard

= Each user will be required to enter a User ID with a Password in order to logon to the system

= User Name and Passwords are to be assigned to individuals

= The Password must be more than 8 characters

= The Password must contain at least one uppercase character, one lowercase character, one
number, and one non-alphanumeric character

= The Password cannot contain spaces, the word “clarity”, the name of the HMIS instance, the
user’s name or username, “abc”, “123”, or more than two consecutive characters.

= The Password is case sensitive

Discretionary Password Reset

Initially each user will be given a password for one time use only. The first or reset password
will be automatically generated by the HMIS System Administrator and will be issued to the
User. Passwords will be communicated in written or verbal form. The first time, temporary
password can be communicated via email. Only an Agency Administrator or System
Administrator can reset an end user’s password manually. All users are able to use the “forgot
password” function on the login screen to reset a password.

Forced Password Change

Forced password change will occur every 180 days once a user account is issued. Passwords
will expire and users will be prompted to enter a new password. Users may not use the same
password as the three previous passwords.

Unsuccessful logon

If a User unsuccessfully attempts to logon four times, the User ID will be “locked out”, access

permission will be revoked, and the User will be unable to gain access until their password is
reset in the manner stated above.
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Title: Access Levels for System Users

Policy: Participating Agencies will manage the proper designation of user accounts and
will monitor account usage.

Purpose: To apply the proper designation of user accounts and manage the use of the
accounts.
Scope: System wide

Designation of HMIS Users

User accounts will be created and deleted by the System Administrator under authorization of
the Participating Agency’s HMIS Agency Administrator or Executive Director.

User Levels:

There are 4 levels of access in use in the HMIS system. These levels should be need based. Need
exists only for those shelter staff, volunteers, or designated personnel who work directly with
(or supervise staff who work directly with) clients or have data entry responsibilities.

1. Visibility Only: Access to the system is limited to only viewing data. The user will have
no privileges to add, edit, or delete any data within the system.

2. Agency Staff: Access to the system includes visibility but also includes ability to add,
edit, or delete any data associated with their agency only. Other agency’s data can only
be viewed.

3. Agency Administrator: Access to the system includes visibility, ability to add, edit, or
delete any data associated with their agency, and administrative abilities within their
agency only.

4. System Administrator: Full access to the system.
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Title: Access to Data

Policy: Participating Agencies must agree to enforce the user access privileges to the
application as stated below.

Purpose: To gain understanding that there are many issues involving data

Scope: Agency

Responsibilities

A. User Access: Users will be able to view all open/shared data within the HMIS. Users will only
be able to modify or edit data entered by users of their own agency. Security measures exist
within the HMIS software system, which restrict agencies from editing or changing each other’s
data.

B. Raw Data: All End Users who have been granted access to the HMIS custom reporting tool,
Looker, have the ability to download and save client level data onto their local computer. Once
this information has been downloaded from the HMIS server in raw format to an agency’s
computer, this data then becomes the responsibility of the agency. A participating Agency
should develop a protocol regarding the handling of data downloaded from the reporting tool.

C. Agency Policies Restricting Access to Data: The Participating Agencies must establish
internal access to data protocols. These policies should include who has access, for what
purpose, and how they can transmit this information. Issues to be addressed include the
storage, transmission, and disposal of these data.
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Title: Access to Client Paper Records

Policy: Participating Agencies will establish procedures to ensure the security of client
paper records.

Purpose: To establish internal procedures regarding which staff has access to client paper
records and to enforce information security protocols.

Scope: Agency

Procedure

= |dentify which staff has access to the client paper records and for what purpose. Staff
should only have access to records of clients, which have been referred by Coordinated
Intake, that they directly work with or for data entry purposes.

= |dentify how and where Client paper records are stored.

= Adhere to HUD Recordkeeping Requirements regarding length of storage and disposal
procedure of paper records.

= Develop policy on disclosure of information contained in client paper records.
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Title: Physical Access Control

Policy: Physical access to the system data processing areas, equipment and media must
be controlled. Access must be controlled for the transportation of data
processing media and other computing resources. The level of control is
contingent on the level of risk and exposure of risk.

Purpose: To delineate standards for physical access.
Scope: System wide
Guidelines

Personal computers, software, documentation and compact discs hall be secured proportionate
with the threat and exposure to loss. Available precautions include equipment enclosure,
lockable power switches, equipment identification, and fasteners to secure the equipment.

A. Access to computing facilities and equipment

All those granted access to an area or to data are responsible for their actions. Additionally,
those granting another person access to an area are responsible for that person’s activities.

B. Media and hardcopy protection and transportation

=  Printed versions of confidential data should not be copied or left unattended and open to
unauthorized access.

= Media containing client-identified data will not be shared with any Non-Participating Agency
for any reason. Authorized employees using methods deemed appropriate by the
participating agency may transport HMIS data that meet the above standard. Reasonable
care should be used, and media should be secured when left unattended.

=  HMIS information in hardcopy format should be disposed of properly. This may include
shredding finely enough to ensure that the information is unrecoverable.
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Title: Logical Access

Policy: All users will be granted access to the system based on logical need. Need exists
only for those shelter staff, volunteers, or designed personnel who work directly
with (or supervise staff who work directly with) clients or have data entry
responsibilities.

Purpose: To prevent unauthorized access

Scope: System Wide

Access to the database and sensitive data resources will be controlled based on the user’s
needs. Access is controlled through user identification and authentication. Users are
responsible and accountable for work done under their personal identifiers.

In order to protect unauthorized access to HMIS, the following measures will be utilized:

= Each Agency will be given an agency specific unique username & password

=  Every individual who has access to HMIS will be issued a username & password

= Al HMIS system use is internally tracked with an audit trail that shows the information
added, edited, deleted, or viewed by the end user

= All computing resources will be protected at all times by a firewall

=  Browsers supporting 128-SSL encryption are required to provide encryption of
information when information is transferred over the web

= The database server will be encrypted
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Title: Right to Deny User and Participating Agencies Access

Policy: Participating Agency or User may be sanctioned, suspended, or system access
revoked for suspected or actual violation of the security protocols.

Purpose: To outline consequences for failing to adhere to information security protocols.

Scope: Agency

Serious or repeated violation by Users of the system may result in the suspension or revocation
of an agency’s access.

=  The System Administrator will investigate all violations of security protocols.
= Any user found to be in violation of security protocols will be sanctioned accordingly.
Sanctions may include but are not limited to a formal letter of reprimand, a suspension of

system privileges, revocation of system privileges, or legal action.

= Any agency that is found to have consistently and/or flagrantly violated security protocols
may have their access privileges suspended or revoked.

= All sanctions are imposed by the HMIS Data Committee.

= Recommendations or actions of the System Administrator can be appealed to the HMIS
Data Committee.
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Title: Data Access Control

Policy: Site Technical Administration at Participating Agencies and System
Administrator must monitor access to system software

Purpose: To indicate the standards and guidelines for data access control for the
participating agency.

Scope: System wide

Standard

Agency Administrators at Participating Agencies and the System Administrator must regularly
review user access privileges and remove identification codes and passwords from their systems
when users no longer require access.

Agency Administrators at Participating Agencies must implement discretionary access controls
to limit access to HMIS information when available and technically feasible.

Participating Agencies and Systems Administrator must audit all unauthorized accesses and
attempts to access HMIS information. Participating Agencies and Systems Administrator also
must audit all off-campus accesses and attempts to access HMIS systems. Audit records are
captured by HMIS system and System Administrator shall regularly review the audit records for
evidence of violations or system misuse.

Guidelines

= Each user will have one unique identification code.

= Passwords are the individual’s responsibility, and users cannot share passwords.

= Users select and change their own passwords, and must do so at least every 180 days. A
password cannot be re-used until 2 password selections have expired.

= Passwords should not be able to be easily guessed or made up. The password format is
alphanumeric.

Passwords are case sensitive.

= Any password written down should be securely stored and inaccessible to other persons.
Users should not store passwords on a personal computer for easier log on.
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Title: Monitoring, Violations, Exceptions, & Termination Rights

Policy: The System Administrator will monitor access to all systems that could
potentially reveal a violation of information security protocols.

Purpose: To assign responsibility for monitoring of compliance with information security
protocols and the process by which Office of Homeless Services will monitor

compliance with such policies.

Scope: System wide

Monitoring: Monitoring compliance is the responsibility of the System Administrator in
consultation with the Office of Homeless Services and reviewed by the HMIS Data Committee.

Violations: The System Administrator and Office of Homeless Services staff will review
standards violations and recommend corrective and disciplinary actions. Users should report
security violations to their Agency Administrator or System Administrator as appropriate.

Exceptions: All exceptions to these standards are to be requested in writing by the Executive
Director of the Participating Agency (or designee) and reviewed by the System Administrator as
appropriate as well as the Office of Homeless Services staff.

Exception Violations: Any exception to the data security policies and standards not approved
by the System Administrator is a violation and will be reviewed by the HMIS Data Committee for
appropriate disciplinary action that could include recommendation of termination of
employment or criminal prosecution.

Termination Rights: Participating Agencies may terminate the HMIS Agency Agreement with or
without cause upon 30 days written notice to the Office of Homeless Services. The termination
of the HMIS Agency Agreement by the Participating Agency may affect other contractual
relationships with the Office of Homeless Services. In the event of termination of the HMIS
Agency Agreement, all data entered into the Cuyahoga County HMIS will remain an active part
of the Cuyahoga County HMIS, and records will remain open, closed, or read only according to
the sharing agreement being applied at the time of termination.

Explanation: While Participating Agencies may terminate relationships with the Office of
Homeless Services HMIS, the data entered prior to that termination will remain part of the
database. This is necessary for the database to provide accurate information over time and for
that information to be used to guide planning for community services in Cuyahoga County. The
termination of the HMIS Agency Agreement may affect other contractual relationships with the
Office of Homeless Services.

See Security Plan
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Title: Data Integrity Controls

Policy: Controls must exist to ensure data remain consistent with their source.

Purpose: To delineate the categories of data integrity controls that the Office of Homeless
Services & Participating Agencies will apply. To indicate the type of integrity

controls required for enforcing and maintaining integrity standards.

Scope: System wide

Data integrity controls must encompass both manual and electronic processing. Errors,
duplications, omissions and intentional alterations should be discovered and investigated. Many
data integrity controls will reside within the application or system.

HMIS System maintains an audit trail that will track client-related activity. Any time a client
page is added, edited, deleted, or viewed by an end user, that information will be logged.

= The system will enforce referential integrity rules and restraints
=  Only authorized personnel are permitted system access

= Only the vendor, Bitfocus Inc., has access to the back-end of the system
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Title: Local Data Storage

Policy: Client records containing identifying information that are stored within the
Participating Agency’s local computer are the responsibility of the Participating
Agency.

Purpose: To delineate responsibility that Participating Agencies have for client-identifying

information stored on local computers.

Scope: Participating Agencies

Participating Agencies shall develop policies for the manipulation, custody and transmission of
client-identified data sets. Policies must be documented and include storage format(s) and
length of time stored.

Revised 9.2.2021 34



Title: Electronic Transmission of Authenticators

Policy: OHS staff and Participating Agencies will not engage in electronic transmission
of user ID’s and passwords, except for first-time temporary passwords.

Purpose: To protect the integrity of the authentication process.
Scope: System wide
Standard

Office of Homeless Services staff and Agency Administrators must be aware of vulnerabilities in
the transmission of authenticators.

Authenticators will be transmitted only by telephone, mail, or in person.
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Title: Planned Technical Support

Policy: Office of Homeless Services will offer a standard technical support package to all
Participating Agencies.

Purpose: To describe the elements of the technical support package offered by the Office
of Homeless Services.

Scope: System wide

Standard

Office of Homeless Services staff will provide technical assistance to Participating Agencies on
use of the application.

Office of Homeless Services staff will provide technical support on a planned schedule with each
participating agency.

=  Provide general system and program-specific training to all CoC End Users
=  Conduct follow-up training as needed

= Develop program specific interview protocol

= Assist in development of program/project workflow

= Provide ongoing technical assistance as needed

The issues for which the Office of Homeless Services is available include:
= Standard Site Support

Implementation Support

Technical Support

Reporting Support
Training

O O O O

=  Special Requirements
o Program Reports

o Raw Data Analysis
o Production of Published Reports
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Title: Participating Agency Service Request

Policy: The System Administrator will respond to requests for services that arrive from
the Agency’s Executive Director or the Agency Administrator.

Purpose: To outline the proper methods of communicating a service request from a
Participating Agency to the System Administrator.

Scope: Participating Agencies

To effectively respond to service requests, the System Administrator will require that proper
communication channels be established and used at all times.

Service Request from Participating Agency

A. Executive Director or Agency Administrator contact the Office of Homeless Services System
Administrator

B. Office of Homeless Services System Administrator determines resources needed

C. Office of Homeless Services System Administrator and Bitfocus Inc. develop a mutually
convenient service schedule

Chain of Communication

Participating Agency Staff - Agency Administrator or Executive Director - Agency Administrator —
Agency End Users

Office of Homeless Services System Administrator - Agency Administrator

Office of Homeless Services Staff - System Administrator

Office of Homeless Services System Administrator — Bitfocus Inc
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Title: Response Technical Support

Policy: Participating Agencies will receive technical support from the Office of
Homeless Services System Administrator on an as needed basis and in the case
of unforeseen circumstances that may call for such support.

Purpose: To delineate the conditions that justify “response support” and to outline the
procedure for communicating the request and for documenting the outcome of

such support.

Scope: System wide

Standard
The System Administrator will respond by phone or email within one business day to the Agency
Administrator. The System Administrator will only respond to the Agency Administrator or

Executive Director.

The System Administrator will respond rapidly to address any problems that impede data entry
and retrieval in the HMIS system.

What conditions call for response?
Any interference in use of the system
Communicating the request for rapid response

All communication should be directed to the System Administrator. The System Administrator
will respond via phone or email.

Documenting the outcome of the support service
The System Administrator will prepare a brief statement specifying the date, nature of the

technical assistance request and outcome of the service. This document will be logged by the
Office of Homeless Services System Administrator.
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Title: System Administrator Availability
Policy: The System Administrator will be available to each HMIS Agency Administrator
and the community of users in a manner consistent with reasonable service

request requirements.

Purpose: To assist Participating Agencies with data collection and reports, the System
Administrator will be available to resolve technical issues

Scope: System wide

Standard

End Users: Each user is associated with a primary agency, program or project. Therefore, all
password resets and HMIS-related issues should be first directed to the respective agency’s
HMIS Agency Administrator.

HMIS Agency Administrators: Any issues that cannot be resolved or that require additional
assistance must be forwarded to the System Administrator only by the HMIS Agency
Administrator. The System Administrator will be available for Technical Assistance, questions,
and troubleshooting between the hours of 8:00 a.m. and 4:00 p.m. Monday through Friday,
excluding city, state, federal holidays, and personal days.

Contacting the System Administrator
The System Administrator’s contact information will be posted in the HMIS system.

The System Administrator can be emailed at the following address:
nbutina@cuyahogacounty.us

Training Materials

Copies of CoC HMIIS Training materials are available upon request to the System Administrator.
Additional training content is available at learn.bitfocus.com with basic support an technical
assistance at get.clarityhs.help
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Title: Data Release Authorization and Distribution

Policy: Aggregate data will be available for reporting
Purpose: To protect client confidentiality
Scope: System wide

Release of data principles

Only de-identified aggregate data will be released to Non-Participating Agencies
= There will be full access to view data for all Participating Agencies

= Aggregate Data will be available in the form of an aggregate report or as a raw data set with
client identifiers hashed or encrypted

= Aggregate data will be used for research purposes, local reports and may be provided to the
public
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Title: Right to Deny Access to Client Identified Information

Policy: The HMIS Data Committee retains authority to deny access to all client
identified information contained within the system

Purpose: To protect client confidentiality

Scope: System Wide

= No data will be released to any person, agency, or organization that is not an HMIS
Participating Agency

= Any request for client identified data from any person, agency, or organization other than a

Participating Agency will be forwarded to the Office of Homeless Services for review

= Any outside entity must obtain the written consent of every client contained within the
database prior to the release of the data

Revised 9.2.2021

41



Title: Quality Control On-Site Review

Policy: The Office of Homeless Services will perform random on-site reviews at the
Participating Agency.

Purpose: To ensure the integrity and confidentiality of client data

Scope: System wide

= All Participating Agencies will adhere to the CoC HMIS Policies and Procedures. The
management and operations practices at each agency must align with the HMIS Policies
and Procedures. The HMIS Lead Agency will determine the exact procedures for on-site
reviews

= On-site reviews enable the System Administrator to monitor compliance with the
Policies and Procedures Manual and HMIS Agreements

=  On-site reviews include monitoring of Data Quality, Security, and Privacy as outlined
in the each of the plans.
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Title: Roles and Responsibilities: Client Grievance

Policy: Clients will contact the Agency with which they have a grievance for resolution
of HMIS problems. Agencies will follow their Grievance Procedure to resolve
the issue.

Purpose: A clear and effective client grievance policy protects the needs of the client and

the confidentiality of client data.

Scope: Participating Agencies

Standard

Each Participating Agency is responsible for answering questions and complaints from their own
clients regarding the HMIS.

Clients will bring HMIS complaints directly to the Participating Agency with which they have a
grievance. Agencies will provide a copy of their Agency Grievance Policy & follow their agency’s
grievance procedure. An HMIS Policies & Procedures Manual will be issued to the client upon
request. Agencies will record all grievances.

Should the client be dissatisfied with the result of a grievance, the agency must allow for an

appeal and notify the HMIS System Administrator for further review by the HMIS Lead Agency
and HMIS Data Committee.
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Title: Agency User Problems

Policy: Participating Agencies will contact the System Administrator to resolve HMIS
problems.
Purpose: In order for the HMIS to serve as an adequate tool for Participating Agencies

and guide for system-wide planning, any HMIS problems must be addressed by
the organization with the means to effect system-wide change.

Scope: All Participating Agencies

Standard

The HMIS Lead Agency is responsible for the operation of the CoC HMIS. Any problems with the
operation or policies should be discussed with the HMIS Lead Agency.

Participating Agencies will bring HMIS problems to the attention of the HMIS System
Administrator. If the System Administrator cannot resolve the problem, the System
Administrator will work directly with the HMIS vendor or obtain technical assistance through the
HUD AAQ when necessary.
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Title:

HMIS Data Committee

Policy: An Advisory Committee, representing stakeholders to this project will advise all
project activities.

Purpose: To define the roles and responsibilities of the HMIS Data Committee.

Scope: System wide

The responsibilities of the HMIS Data Committee will be apportioned according to the
information provided below.

The HMIS Data Committee advises and supports the Cleveland/Cuyahoga County HMIS
operations in the following programmatic areas: consumer involvement, quality assurance and
accountability. The committee meets on an adhoc basis.

Membership of the HMIS Data Committee will be established according to the following
guidelines: 3 or more years of experience with HMIS and a current staff member at a
stakeholder agency that enters data into HMIS.

Target for membership will be 5 stakeholders.

There will be a concerted effort to find replacement representatives when participation has
been inactive or inconsistent from the organizations involved in the project.

The following issues may be covered:

Revised 9.2.2021

Planning, decision-making, evaluation and facilitation for the implementation of HMIS
Coordination and recommendations to assist projects with participation (i.e. resources,
workflow, etc)

Determining and making recommendations on policies and procedures for the HMIS

system

Evaluating potential projects regarding research efforts and linking HMIS with other

databases

Supporting the rights and privacy of homeless persons as it relates to HMIS.

Selecting additional data elements to be collected by all programs and projects

participating in the system

Review of appeals to grievance decisions and escalations

Issuing sanctions to violators of security protocols.

o Sanctions may include but are not limited to a formal letter of reprimand, a
suspension of system privileges, revocation of system privileges, recommendation
of termination of employment, and criminal prosecution

o Any agency that is found to have consistently and/or flagrantly violated security
protocols may have their access privileges suspended or revoked

o All sanctions can be appealed

45



MEMORANDUM OF UNDERSTANDING
Participating Agency Agreement
For the Cleveland/Cuyahoga County Homeless Management Information System (HMIS)

This Memorandum of Understanding is entered into by and between the Cleveland/Cuyahoga
Office of Homeless Services (OHS), as the HMIS Lead Agency, and
(Participating Agency) which provides housing and/or other services to the homeless in
Cuyahoga County on this day, 20

This Memorandum of Understanding represents an agreement to comply with the Policies and
Procedures described in detail in the HMIS Policies and Procedures Manual.

WHEREAS, The Cleveland/Cuyahoga County Office of Homeless Services has contracted with
Bitfocus Inc. for a client management information system, known as Clarity ™ for the improved
coordination and timeliness of services provided to homeless individuals and families; and

WHEREAS, The primary goals of the Homeless Management Information System (HMIS) are to
promote the efficient use of the Continuum of Care resources, and coordinate and align
community efforts; and inform the development of public policy and strategies to end
homelessness; and

WHEREAS, The Cleveland/Cuyahoga County Continuum of Care HMIS utilizes a data sharing
model among all agencies participating in HMIS.

NOW THEREFORE, IT IS AGREED AS FOLLOWS:
1. The Participating Agency agrees to the following conditions of this MOU:

a) Maintenance of Desktop Hardware/Software and Internet Access. The
Participating Agency shall maintain the minimum required hardware and
software necessary to run Clarity ™to adequately participate in the HMIS
Program. Minimum workstation requirements and browser recommendations
are provided in the HMIS Policies and Procedures Manual.

b) Security of Data. The Participating Agency shall enforce and maintain security
of all information stored or reports generated via the Clarity ™ system. The
Participating Agency will designate an individual as the HMIS end user and the
System Administrator (SA) will assign a Unique ID to the designee accessing the
Clarity ™ system. The Participating agency and end user will adhere to all privacy
and confidentiality standards outlined in the “HMIS End User Agreement”
(attached hereto). Specific guidelines will also be given for security settings,
which should be maintained on any Internet Browser used to access Clarity ™.
The Participating Agency shall immediately notify the SA within one day of all
personnel changes involving those staff authorized to have access to client data
in Clarity ™. Each Participating Agency shall defend and indemnify the
Cleveland/Cuyahoga County OHS and the other Participating/Partner agencies
from any claims or causes of action arising from the unauthorized release of
data.
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c) Access to Shared HMIS Data. All client information will remain available only to
HMIS Participating Agencies as part of interagency data sharing designed to
facilitate coordinated intake and service delivery. Any agency given authorized
access to HMIS data must maintain confidentiality of client records. Per HUD
regulations, information collected in HMIS is “Protected Personal Information
(PPI)”, which means that the individuals’ identity and personal information may
not be made public. A Participating Agency may not use or disclose the
personally identifiable information of any client within HMIS. Data may only be
shared with the community in aggregate form.

d) Timely Input of Client Data. The Participating Agency is responsible to input all
client data into the Clarity ™system in a timely manner as specified in the HMIS
Data Quality Plan. The Participating Agency will enter information into HMIS
according to the required standards and will ultimately strive for real-time, or
close to real-time, data entry.

e) Data Quality and Compliance. Each Participating Agency is responsible for its
staff and agency compliance relative to requirements for data entry and use of
HMIS. Each Participating Agency is responsible for generating its own reports;
Additional training and support are provided upon request.

f) Costs - Annual Support Fees and User Licenses. The Cleveland/Cuyahoga
County Continuum of Care (CoC) shall pay for User Licenses and Annual Support
Fees for each Participating Agency’s use. It is possible that each Participating
Agency will need to agree to pay a minimal renewal fee directly to the vendor if
future funding is not attained by the CoC.

2. The Cleveland/Cuyahoga County Office of Homeless Services agrees to the following
responsibilities:

a) Security of Data on Application and Database Servers. Bitfocus Inc. shall keep
secure all client data in the Clarity ™ system. This shall prohibit access by
individuals who are not registered with the System Administrator (SA) and
therefore, are unauthorized to receive Participating Agency and client
information through any and all means. All changes to access codes, passwords,
and personnel registration for the Clarity ™ system will be handled through the
Agency Administrator and then the SA. The Cleveland/Cuyahoga County Office
of Homeless Services and the Continuum of Care shall not be held liable for any
breach in security related to changes in authorized Participating Agency
personnel if the agency has not notified the SA of these changes. The SA will
provide ongoing auditing and monitoring of compliance with data security and
policy standards.

b) Documentation/Manual on use of Clarity™ .The software vendor, Bitfocus,

will provide, maintain, and update, on-line resources regarding the use of the
Clarity ™ system.
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c) Training. The Office of Homeless Services shall provide initial and ongoing
training opportunities of HMIS Participating Agency personnel on use of the
Clarity ™ software.

d) Help Desk Support. The System Administrator will provide support between the
hours of 8am and 4pm on regular business days. The Systems Administrator will
acknowledge all situations within one business day.

e) Costs. Access to the Clarity ™ system will be provided free for the period of one
year. At the end of the first year, an agency may continue to use the system for
a minimal Annual Support Fee, if the Continuum does not secure future funding.
The Cleveland/Cuyahoga County Continuum of Care shall determine, in
consultation with the vendor, the per agency cost. Costs shall be documented
and itemized.

Terms and Termination: The initial term of this agreement is one year; commencing

through . The agreement will automatically renew for an additional one-year
period at the expiration of the then current term, unless either party requests a review or
revision. The agreement may be terminated at any time by the Office of Homeless Services with
written notification to the Participating Agency. Within 14 days of termination, the Participating
Agency must delete all HMIS data in its possession. Upon termination of this agreement,
notwithstanding anything in the agreement to the contrary, the OHS and Continuum of Care
shall have the continuing right after the termination of this agreement to retain and use a copy
of Participating agency’s data which was shared during the course of this agreement

PARTICIPATING AGENCY:
Agency Name

Agency Address
Agency City, State, Zip Code

IN WITNESS WHEREOF, the parties hereto have caused this MOU to be executed and delivered
by their duly authorized representatives as of the date set above.

By:

Cleveland/Cuyahoga County Office of Homeless Services

By:

Participating Agency
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HMIS Privacy Plan

Overview

In 2004, the U.S. Department of Housing and Urban Development (HUD) released standards for
the Homeless Management Information System which specified the responsibilities of each
HMIS Lead Agency and Participating Agencies.

This document describes the Privacy Plan of the Cleveland/Cuyahoga County Continuum of Care
(CoC). All Participating Agencies must adhere to the policies and procedures outlined in this
plan. We have adopted a Privacy Plan which supports an open data sharing structure of client-
level data among CoC Providers to enable coordination between partners and facilitate effective

service deliver to clients.

The core tenet of the Privacy Plan is the Privacy Notice. This Privacy Notice describes how client
information is used and disclosed. It also explains how a client might access their information.
Each agency is asked to adopt this document to ensure that all Participating Agencies are
governed by the same standards of client privacy protection.

All amendments to the Privacy Plan are approved by the HMIS Data Committee for the
Cleveland/Cuyahoga County Continuum of Care.

Privacy Plan Documents

Description

Use by Agency

Privacy Notice

This is the main document of
the Privacy Plan. This notice
outlines the minimum
standard by which an agency
collects, utilizes and discloses
client information.

REQUIRED — Participating Agencies must
adopt this Privacy Notice to ensure that
minimum HUD standards are being met.

Privacy Posting

This posting explains the
reason for collecting personal
information and provides the
client with proper notification
of the actual Privacy Policy.

REQUIRED — Participating Agencies must
adopt and utilize the Privacy Posting.
This document must be posted at every
location where a client intake occurs.
This must also be posted in publicly
accessible areas at each site.

Client Information Release
Authorization

An informed client consent
protocol and notation in the
client’s HMIS record of their
consent to provide PII
provides documentation that
the client has been informed
of the privacy notice,
individual rights, the sharing
of data throughout the CoC.

REQUIRED — Each Participating Agency is
required to inform clients of the Privacy
Policy and obtain consent from each
individual and household member via
verbal approval or signed written
consent prior to entering any client
information into HMIS. Clients who
choose not to have their data entered
into HMIS will not be refused services.

Client Consent to Rescind Participation

Execution of this form allows
the client to document their
refusal of HMIS participation
and the sharing of their
personal data from the time
the form is executed.

REQUIRED — Each Participating Agency
must inform each client of their right to
refuse participation at any time and
must provide this form upon request.
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User Responsibilities

A client’s privacy is upheld only to the extent that the users and direct service providers protect
and maintain the client’s information. Anyone that has direct interaction with a client or their
data is responsible for protecting all client-level information entered into HMIS.

Users and Intake Staff must:

e Understand and communicate to clients the contents of the HMIS Privacy Notice

e Provide each client with a copy of the Privacy Notice at HMIS intake or project entry,
whichever occurs first

e Address any client concerns or questions either directly or via referral to appropriate
manager

e Comply with the Privacy Notice and protect the privacy of all client data entered into
HMIS

Participating Agency Responsibilities

The HUD HMIS Standards clearly state each agency’s responsibility for upholding client privacy.
This Privacy Plan and the Privacy Notice provide guidance on the minimum standards by which
agencies must operate in order to participate in the HMIS. Meeting these standards is a
requirement for participation. Agencies must adopt the Privacy Notice prior to entering client
information into HMIS.

Participating Agencies must:

e Review their program requirements to determine what industry privacy standards must
be met that exceed the minimum standards outlined in the Privacy Plan and Privacy
Notice (i.e. Substance Abuse Providers, Legal Service Providers, HIPPA Covered
Agencies)

e Adopt and uphold the Privacy Notice which meets the HUD standards. Modifications to
the Privacy Notice will be approved by the HMIS Data Committee

e Ensure that all clients are aware of the Privacy Notice and have access to it.

e Appoint a Site Agency Administrator who will also serve as the HMIS Security Officer.
This individual is responsible for ensuring all aspects of client privacy as it relates to data
collection and HMIS.

e Provide participant consent form(s) and/or explain privacy policy information to clients
and document client’s consent as required by the Partner Agency, state, and/or federal
laws and the HMIS standards prior to entering client information into the HMIS
database.

e Cuyahoga/Cleveland collects, utilizes and shares client PIl in an INFORMED consent
environment. The burden rests with the Partner Agency End-user or intake counselor to
inform the client about the purpose and function of HMIS data before asking for
consent.

o If the client does not provide consent the Partner Agency End-user is required to
maintain utilization documentation of the client’s participation via an
alternative data systems or database. If Pll are collected and maintained in an
alternative and/or comparable database, that alternative database must adhere
to all HMIS Privacy, Security and Data Quality standards.

e As part of informed consent, a privacy notice must be posted in the intake area
explaining:

o the reasons for collecting the data,

o the client’s rights with regards to data collection, and

o any potential future uses of the data.
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The agency must also make available the relevant CoC & HMIS Governance Policies &
Procedures and a list of agencies participating in Cleveland/Cuyahoga County’s HMIS
Project.

Be aware of specific protections afforded under Federal Law for persons receiving
certain types of services such as domestic violence services, HIV or AIDS treatment,
substance abuse services, or mental health services.

Offer the client the opportunity to input and share additional client information with
other Provider Agencies beyond basic identifying data and non-confidential service
information.

Obtain client consent for additional client information and communicate what
information will be shared and with whom.

Data may be collected and entered into HMIS only when that data is expected to be
useful for organizing, providing, or evaluating the delivery of housing or housing-related
services.

Data used for research or policy evaluation by non-participating HMIS agencies will be
shared only after the data has been thoroughly de-identified; this includes removing
names, contact information, and removing descriptions or combinations of
characteristics that could be used to identify a person.

Provide verbal explanation of Cleveland/Cuyahoga County CoC HMIS and arrange for,
when possible, a qualified interpreter or translator for a client not literate in English or
having difficulty understanding the consent form(s).

End-users are prepared to explain (to the client) security measures used to maintain
confidentiality.

Enter all minimum data required by the HMIS. Client data, including client identifiable
and confidential information, may be restricted to other Provider Agencies. Each Agency
Executive Director is responsible for their agency’s internal compliance with the HUD
HMIS Data Standards.

HMIS System Administrator

Adopt and uphold the Privacy Notice which meets the minimum HUD standards.
Train and monitor all Participating Agencies regarding data integrity and protection of
client information

Monitor agencies to ensure adherence to the Privacy Notice

Respond to each “Request to Rescind Participation” and make appropriate changes in
the HMIS live system.
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HMIS Privacy Posting/Data Collection Notice

CLEVELAND/CUYAHOGA COUNTY CONTINUUM OF CARE
HOMELESS MANAGEMENT INFORMATION SYSTEM (HMIS)

9,

THIS NOTICE DESCRIBES HOW INFORMATION ABOUT YOU
MAY BE USED AND DISCLOSED AND
HOW YOU CAN GET ACCESS TO THIS INFORMATION.

PLEASE READ IT CAREFULLY
Our Duty to Safeguard Your Protected Information

This agency is an HMIS participating provider and collects information about those who access
homeless services. When we meet with you we will ask you for information about you and any
member of your household. This information will be entered into a computer program called the
Homeless Management Information System (HMIS).

Although HMIS helps us to keep track of your information, individually identifiable information
about you is considered “Protected Information”. We are required to protect the privacy of
your identifying information and any other information you provide.

We are also required to follow the privacy practices described in this Notice, although the
Cleveland/Cuyahoga County Continuum of Care reserves the right to change our privacy
practices and the terms of this Notice at any time. You may request a copy of the new notice from
any HMIS Agency.

How We May Use and Disclose Your Information

Cleveland/Cuyahoga Continuum of Care HMIS data will reside in one central database. Basic
client intake information may be shared with agencies participating in the CoC HMIS or
conducting research/analysis in order to gauge service delivery and make accessing services from
other agencies easier and quicker for you.

We use and collect information for a variety of reports on homeless services specifically.

For uses beyond reports, we must have your written consent unless the law permits or requires us
to make the use or disclosure without your consent.

You have the right to obtain services even if you choose NOT to participate in HMIS.

*If you decline to have your information entered into HMIS, you must notify your case manager

verbally or in writing.
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1,

HMIS PRIVACY POSTING

CLEVELAND/CUYAHOGA COUNTY CONTINUUM OF CARE
HOMELESS MANAGEMENT INFORMATION SYSTEM (HMIS)

[AGENCY NAME]

We collect personal information directly from you for reasons detailed in
the Cleveland/Cuyahoga County Continuum of Care HMIS Privacy and
Data Collection Notice. We may be required to collect some personal

information by law or by organizations that give us money to operate this

facility/program/project. Other personal information that we collect is
important to provide quality services, to improve services for homeless
individuals/families, and to better understand the needs of homeless
persons. We only collect information that we consider to be appropriate.
If you would like to see the full version of the HMIS Privacy and Data
Collection Notice, our staff will provide you with a copy. You have the
right to obtain services even if you choose NOT to participate in HMIS.
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When you request ar receive services from the Cuyvaboga County Continvom of Cars (Col), information iz collected abhowt yon and
your houzshold. Thiz mformation is then enterad into the Cleveland Cuyaboga County Homeless Managarnent Information Syatem
(CCHRIIS . The CCHRIIS i5 uzed by over 40 local, social zervice apencies to coordimate service delivery.

What type of information iz collected?
*  Bazic identifying information foryou and each member of vour honsshold (may inchode name, S50, date of birth, sendar,
race, ethnicity, household inforration, phome mmbers, military veteran statns, dizabilin:stahes)
. Income information (zoarces and ameumts of bowsshold moome, emplovroent mformation, work: skills)

What happens to the information collected?
»  With vour approval, information collected i= shared with other service zzencies participating in HMIS for the ponpose of
coordinating service delivery, identifying needs and tracking owtcomes.
= CCHMI® ageregate data (non-identifying) may be usad for community reports and sharsd with Federal, Btate, local agencias
and other institutions for the purpose of research and analys=iz. Client information iz only shared with authorized persons.

NOTE: CCHMIE uses many securiiy proteciions io ensure corgladentiality ard only agenc fes that wse COHMIS canaccess thiz
program. Al partney agencies adiers (o sirict securily policies to protect pour privacy. HWTS software is highiy securs.

Why should vou agree to have vour information shared with other agencies that uze Covahopa County HAIS?
The benefitz to sharing vour infornmation in HMMIS are 2z folloas

»  Feduce the mumber of visits to other agenciss and forms complatad

»  Identify other services or programs you may be elizible for

. Better coordinate services for you and yvour bousshbold

You have the opfion to cawcel gocess mpm'rww Eﬁﬁ:umaﬂar I.Fmrmu a@re providing abous L'ﬂur.m.i"mn‘w:.l_r miinor children of @)y fime.

if 3 Jou chooze to carece] previons gurhowizarion, Vou must do 50 R ur'ﬂﬁg Figmse cortact itake st of the ColC' dgency posea currertly
uur.hﬂ.g with to formally rescid outhorzarion Pleace note tha canceling authorization frescinding authorizarton) will oals

impact fuiure release gf client information

O AUTHORIZATION OF CONSEN - ANl frfemuion may be shored with muhorized personnel v pariic (paring ard pariner
agencies ralaiive fo the Cleveland' Cuyahesa Coundy: Fowr release of infermation and auihoricarion = valid for three (3) years.

COREFUSAL af CONSENT: [ wrderstand that [ am not reguired to sign this qutherinarion o thar If I dho not want this irgformiarion
disclozed, My opfice & Mot fo Sign this authoriation. Furthermors, T undsrstoud thar sevvices will not be withheld if 1 rgfise corsent

SIGNATURE of Clant, Guardian or Head of Howebold ~ DATE

TIE AIGHMATURE of AGENCY WITHESS DATE
[ I
ADDITIONAL HOUSEHOLD MEMEEES:
PEINT ED' MAME OF CLI ENT Eelationship 1o HOH PEINTED NAME OF CLIENT Felationship to HOH
PEINTED MAME OF CLIEMT Belationzhip to HOH PRIMNTED NAME OF CLIENT F.elationship to HOH
PEINT ED MAME OF CLIEMT Belationship to HOH PRINTED NAME OF CLIENT Reelations hip to HOH
PEIMTED WAME OF CLIENT Relationzhip to HOH PRIMTED NAME OF CLIENT Relationship to HOH
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Consent to Rescind Participation in HMIS
Cleveland/Cuyahoga County Continuum of Care

Last Name:

First Name:

Middle Initial:

Date of Birth:

Social Security Number:

I, , choose to no longer participate in the
HMIS. I understand that by signing this form, my file will be deleted and no longer
accessible to HMIS Partner Agencies.

Client’s Authorizing Signature Date

l, , as the Legal Guardian of the below
listed individuals, rescind their participation in the HMIS.

Name Date of Birth
Name Date of Birth Guardian’s Signature
Name Date of Birth
Name Date of Birth

FOR AGENCY USE ONLY:

Agency Name Where Form Completed:

Agency Representative Working with Client:

Date Submitted to HMIS Systems Administrator:

Clarity Unique ID(s):
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HMIS Lead Agency
On behalf of the Cleveland/Cuyahoga County Office of Homeless Services (OHS), the System
Administrator will serve as the HMIS Security Officer whose duties include:

Review of the Security Plan annually and at the time of any change to HMIS data or
technical requirements issued by HUD. The Security Officer will work with the HMIS
Data Committee to review, modify and approve any necessary changes to the Security
Plan

Conduct agency specific security audits on an annual basis

Respond to any security questions, requests or breaches to the HMIS

Provide Participating Providers with HMIS security information and updates. Current
listing of HMIS Security Standards will be distributed at each quarterly HMIS Training
Sessions

Participating Agencies

Each participating agency must conduct a criminal background check on each of its Partner
Agency HMIS Administrators and Security officers at its own expense. The Partner Agency’s
Executive Director will evaluate the results of the criminal background checks for any concerns.
To protect the security and integrity of the HMIS system and safeguard the personal information
contained therein, the Partner Agency’s Executive Director must consider the results of the
background check on a case-by-case basis.

a.

An individual whose background raises concerns about whether s/he may sufficiently be
relied upon to help the HMIS Lead Agency achieve this goal may not initially be given
administrative-level access to HMIS.

An individual whose background raises concerns about whether s/he may sufficiently be
relied upon to help the HMIS Lead Agency achieve this goal may be enrolled as an HMIS
End-user. After at least one year, if the individual demonstrates through proper and safe
use of HMIS that the individual is reliable and trustworthy, they may apply to become a
Technical Administrator.

The results of the background check must be retained in the subject’s personnel file by
the Technical Administrator.

A background check may be conducted only once for each person unless otherwise
required

Each Participating Agency must designate a Site Agency Administrator who will also serve as the
Site Security Officer whose duties include:

Ensuring that the agency is adhering to the HMIS Security Plan

Communication to the System Administrator of any requests, notification of misuse and
security breaches.

Participating in security training offered by the Cleveland/Cuyahoga County Office of
Homeless Services.

HMIS End User Requirements:

a.

Log-off the HMIS database and close the Internet browser before leaving a work
terminal.

Log-off the HMIS database and close the Internet browser prior to surfing the Internet.
Never leave an open HMIS database screen unattended.

Passwords must not be saved on the computer or posted near the workstation.
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e. Immediately notify the designated Agency Administrator or the HMIS Coordinator of
any suspected security breach.

f.  Printer location — Documents printed from HMIS must be sent to a printer in a secure
location where only authorized persons have access.

g. PC Access (visual) — Non-authorized persons should not be able to see an HMIS
workstation screen. Monitors should be turned away from the public or other
unauthorized Partner Agency staff members or volunteers and utilize visibility filters to
protect client privacy.

Annual Security Monitoring

The OHS System Administrator will complete an annual security audit to ensure compliance
relative to the HMIS Security Requirements. OHS will conduct a site visit which will include
completion of a security checklist to demonstrate that each of the security standards is fully
implemented.

See HMIIS Security Audit Checklist

Security Awareness and Training Follow-Up

All users must receive security training prior to accessing the HMIS. The OHS System
Administrator provides security training in tandem with the HMIS End User Training on a
quarterly basis.

Reporting Security Incidents

All HMIS End Users are required to report any instances of suspected misuse of the system,
unauthorized access, security breach or noncompliance to their Site Agency
Administrator/Security Officer. Each Participating Agency’s Security Officer is required to
immediately notify the System Administrator of any incident.

Violations: The System Administrator, Office of Homeless Services staff, and the HMIS Data
Committee will review standards violations and recommend corrective and disciplinary actions.

Audit Controls

Bitfocus Inc. maintains an accessible audit trail within Clarity that allows the System
Administrator to generate reports to monitor user access and activity. The System Administrator
will monitor audit reports for any apparent security issues. Furthermore, each Site Agency
Administrator is required to run audit reports on all HMIS staff annually.

System Security

Each Participating Agency must apply system security provisions to all the systems where
personal protected information (PPI) is stored, including but not limited to, networks, desktops,
laptops, mainframes and servers.

User Authentication

Access to the database and sensitive data resources will be controlled based on the user’s
needs. Access is controlled through user identification and authentication. Users are
responsible and accountable for work done under their personal identifiers.

The System Administrator, upon request from the Site Agency Administrator or Executive
Director, will grant access to End Users with a completed/signed copy of the End User License
Agreement. The System Administrator will provide each End User with a username and
password to access HMIS. Passwords must be at least eight characters in length. The username
and password, unique to each individual End User, may not be transferred to other staff.
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Written information pertaining to user access may not be stored or displayed in any public or
publicly accessible location. Users must not log on to more than one workstation at a time.

Data Access & Password Policies

a. The Agency Administrator contacts the HMIS System Administrator to set up a new End-
user and provides a temporary password.

b. The Agency Administrator communicates this password to the new End-user.

The End-user must change the password after initially logging correctly into the
database. Never transmit End-user identification and computer-generated passwords
together in one email, fax, telephone call, or other means of communication.

d. The End-user creates a unique password larger than 8 characters with a minimum of
one uppercase character, one lowercase character, one number, & one non-
alphanumeric character. The password should not contain spaces. The End-user DOES
NOT use a password used for other purposes; this password must be unique.

e. Passwords shall not include the End-user name, the HMIS name, or the HMIS Vendor’s
name. Passwords shall not include spaces, “abc”, “123”, or more than two consecutive
characters.

. Password is case sensitive.

g. Passwords should be changed every 180 days.

h. End-users must create a new password that is different from the original (expiring)
password. End-users cannot use the same password as the previous three passwords.

h. Unique Passwords -- User IDs are individual, and passwords are confidential. No
individual should ever use or allow the use of a User ID that is not assigned to that
individual, and user-specified passwords should never be shared or communicated in
any format.

i. Protection of downloaded HMIS files:

Cleveland/Cuyahoga County Lead Agency assumes no responsibility for the
management, protection, and transmission of client-identifying information stored on
local agency computers, agency files, and reports.

1. Partner Agency is responsible for any file or report downloaded from HMIS.

Virus Protection and Firewalls
Each Participating Agency must install and maintain virus protection software on each computer
or network with current virus definitions and regularly scheduled updates.

Each Participating Agency must protect HMIS from malicious intrusion via an active firewall on
either each computer or the network.

Any workstation accessing HMIS shall have antivirus software run the current virus definitions
every 24 hours and full-system scans a minimum of once per week.

Physical Access to HMIS Data

Participating Agencies must staff computers located in public areas that are used to collect HMIS
data at all times. When workstations are not in use steps should be taken to ensure that the
computer and data are secure and not accessible to unauthorized persons. Each computer must
activate a screen-saver password which is set to turn on when the computer is unattended or
has not been in use during a reasonable amount of time (i.e. 10 minutes).
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Hard Copy Security

Participating Agencies must secure any paper or other hard copy containing personal protected
information (PPI) that is either generated for or by HMIS, including but not limited to reports,
intake forms and signed consent forms. Any document consisting of PPl must be supervised at
all times when in a public area. PPI must be stored in a secure area.

Hard copies of forms or data generated via HMIS will be treated in the following manner:

e Records shall be kept in individual locked files or in rooms that are locked when not in
use

e  When in use, records shall be maintained in such a manner as to prevent exposure of
PPl to anyone other than the user directly responsible for reviewing or entering the
information into HMIS

e Staff shall not remove records or information containing PPI from the assigned site
without permission from appropriate supervisory staff

e Media containing client-identified data will not be shared with any Non-Participating
Agency for any reason. Authorized employees using methods deemed appropriate by
the participating agency may transport HMIS data that meet the above standard.
Reasonable care should be used, and media should be secured when left unattended

e Staff are responsible for ensuring that records are maintained in a secure location
(locked drawer or file cabinet) and must not disclose any PPl information contained in
those records

e Forms, faxes, reports or other documents containing PPl must not be left unattended

e Fax machines and printers shall be kept in secure locations

e HMIS information in hardcopy format should be disposed of properly. This may include
shredding finely enough to ensure that the information is unrecoverable

Database Integrity

Any unauthorized access or modification to computer system information or interference with
normal system operations will result in immediate suspension of licenses and access to HMIS by
the Cleveland/Cuyahoga County Office of Homeless Services.

The System Administrator, OHS Staff, and the HMIS Data Committee will investigate and review
all potential violations of any security protocols. Any End User found to be in violation of
security protocols will be subject to sanctions. Individuals may be subject to disciplinary action
by their employer.

Disaster Recovery

Cleveland/Cuyahoga County Continuum of Care data is stored by Bitfocus Inc. in a secure and
protected offsite location with duplicate back-up. In the event of disaster, the System
Administrator will coordinate with Bitfocus Inc. to ensure the HMIS is functional and data
restored. The System Administrator will be responsible for communication of information and
updates to Participating Agencies.

Bitfocus Inc.’s Disaster Recovery Plan is located below.

Security Audits
The Participating Agency Security Officer is responsible for preventing degradation of the HMIS
resulting from viruses, intrusion, or other factors within the Agency’s control.
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The participating Agency Security Officer is responsible for preventing inadvertent release of
confidential client-specific information through physical, electronic, or visual access to the
workstation.

Each participating Agency Security Officer is responsible for ensuring their agency meets the
Privacy and Security requirements detailed in the HUD HMIS Data and Technical Standards.
Partner Agencies will conduct a thorough review of internal policies and procedures regarding
HMIS.

To promote the security of HMIS and the confidentiality of the data contained therein, access to
HMIS will be available via a secure network.

End-users shall commit to abide by the governing principles.

Secure Archival

Each Participating Agency shall retain copies of all documents containing PPl in accordance with
the HUD Recordkeeping Requirements. These documents must be in a secure area, locked and
not accessible to the public.
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HMIS SECURITY AUDIT CHECKLIST

Requirement
Data Collection

Privacy: Posted Notice

User Authentication

Hard Copy Data

PPI Storage

Virus Protection

Firewall

Physical Access

Data Disposal

Description
Does the agency have a data collection ~ YES
form and/or protocol that captures the

HUD required Universal and Program

Specific data elements?

NO

Does the agency have the HMIS Notice of  YES
Privacy Practices posted at every place
where intake occurs?

Does the agency abide by the HMIS YES
policies for unique users names and
passwords?

NO

Does the agency have procedures in place YES
to protect hard copy Protected Personal
Information (PPI) generated from or for

HMIS?

NO

Does the agency dispose of or remove YES
identifiers from a client record after a

specified period of time? (HUD minimum
standard: 7 years after PPl was last

changed if record is not in current use) NO

Do all computers have virus protections ~ YES
with automatic update? (this includes non-
HMIS computers if they are networked with
HMIS computers

NO

Does the agency have a firewall on the YES
network and/or workstation(s) to protect
the HMIS systems from outside intrusion?

NO
Are all HMIS workstations in secure YES
locations or are they manned at all times if
they are in publicly accessible locations?
(This includes non-HMIS computers if they
are networked with HMIS computers.)

NO
Does the agency have policies and YES
procedures to dispose of hard copy PPl or
electronic media?

NO

Response

AGENCY NAME
Assessment Action Needed

Agency:
Y N Has a data collections form protocol
Y ___N Is capturing Universal Data Elements
Y ___N Is capturing Program Specific Data Elements
Y N Monitors data quality internally
Users:

Y N Have been trained on data collection protocol

No updated data collections protocol

# of posted notices
Copy of full Privacy Notice/Policy is available upon client request

# of intake locations
Y N

Agency abides by HMIS Policies and Procedures
Number of HMIS users at agency

All HMIS end users at the agency are aware that they should

Y ___ N NEVER share usernames and passwords

Y ___ N NEVER keep usernames/passwords in public locations

Y N NEVER use their internet browser to store passwords
Y N All users have signed an HMIS User Agreement

Agency does not abide by HMIS user authentication policy

Agency has a procedure for hard copy Protected Personal Information (PPI) that includes...
Security of hard copy files

Y ___N Locked drawerffile cabinet

Y N Locked office

Agency does not have procedure for hard copy PPI

Agency has a procedure for removal and storage of PPI
Y N Secure disposal of records/reports (shredding, etc.)

Y N Secure Archival of files/reports

Agency does not have a procedure for removal and storage of PPI

Y N

Random check of several computers for Virus software
Y N Updated version of Virus software (less than 30 days)
(May be verified via Certificate of AntiVirus Software or PC check)

No Virus protection installed

Single computer agencies:
N Individual workstation has firewall

Networked (multiple computer) agencies:
Y N Network firewall

Individual workstation or network firewall not active

All workstations are:
Y N

Y N

In secure locations (locked ofcs.) or manned at all times
Using password protected screensavers

Al printers used to print hard copies from the HMIS are:

Y N In secure locations

Data Access:
Y N Users may access HMIS from outside the workplace
Y N If yes, Agency has a data access policy

Not all workstations are manned at all times or are in secure locations.

Y N

Agency shreds all hard copy PPI/ldentifying info before disposal

Process for disposal of...

I 4 N Disks
Y ___ N CD's
Y N Computer Hard Drives
Y N Other media (tapes, jump drives, etc.)

The agency does not have policies and procedures for data disposal.

(@]
w



Disaster Recovery
Summary Plan

A platform you can build on

Clarity Human Services provides com-
munities with a secure, compliant way to
confidently share and collasborate around
sensitive data
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Bitfocus Disaster Recovery Plan
Summary Document

MNote: One of the objectives of our information Security Department is to establish an T Disaster Recovery Plan. This Disaster Recovery
Plan document was created to assist Bitfocus in the development of consistent and cohesive [T Disaster Recovery Plans. This is 3 summary
document which amits key infrastructfure references to protect our Information Security Infrastructure.

Introduction

The purpose of this summary is to document a Disaster Recovery Plan
that addresses information resocurces as they may be affected inthe svent
of a disester. This document is meant  minimize any of these affects,

and enable Clarity Human Services to either maintain, or quickly resuma,
mission-ritical functions. This Disaster Recovery Plan alsc sanves as the
primary guide for Bitfocus, Infermatien Technelogy Sendces Department in
the recovery and restoration of the information technology systemsin the
evant that they are damaged or destroyed as 2 resut of a deaster.

Document Overview

The Dizaster Recovery Plan is composed of numerous secticns
decumenting the rescurces and procedures to be used in the svent that
& disastar coours 2t the data center, which is located at Flaxentalin Las
“Wegas, Mevadz Separste ssctions are devoted to the specfic recoveny
procedunes for esch supported application or platform. Also included are
sactions decumenting the personnel reguirements that are necessary o
perform each recoweny task. This plan will be updated on a regular basis
@s changes to the computing and networking systems are made. Due

o the very sensitive nature of the information contained in the plan, this
SuMmmary omits severs! key raferences,

PERSONNEL AUTHORIZED TO DECLARE A DISASTER OR RESUME
NORMAL OPERATIONS

Robert Herdzik, Founder & CEO

Jesffrey Ugai, Cheif Operating Officer

Tauri Rioyes, Vice Prasident of Customer Exparisnce
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Disaster Recovery Plan
Summary

Plan Activation

This plan wil be ctivated in responss to intemal or extemz! threats

the Information Technelogy Systemsz of Bitfocus Intemzl threats could
include fire, bomb thraat. loss of power or othar utiity or othar incidents
that threaten the swaff and/or the facilig. Extemnel threats include events
that put the fac¥ty in danger. Examples might include severe waather or a
disruptive incident in the community. Onca a threat has been confirmed,
the plan management team wil assess the situstion and inftiste the plan if

MECEEEETY

Resumption of Normal Activities

Onece the threat has passad, eguipmeant will ba repaired andsor replaced.
andsor a new data center wil be transitensed. The disaster recovery team
will then assess the stustion; If the diszster has expired. the team wil
rasume normel operations.

Plan Objectives

Tha primary objectives of this plan are to protect Siver Spur Systams’
CoMmputing resources, i safeguard the vital records ef which Bitfocus is
the custodian, and w guarantee the contnued eveilability of essendal T
sanvices. The role of this plan is to document the pre-sgreed decisions and
o design and implement a sufficient set of proceduras for responding to a
disaster that invelves the data center and its services.

A disaster is definad as the ccourmence of any eventthat causes a
significant disruption in IT capabilities. This plan assumes the most
sevare disaster, the kind that reguires mowing computing resources to
anather bocation. Less sevens disastars are controlled at the appropriste
management level as outined in this plan.

The basic appreach, generzg! assumptions, and possiole seguence of
events that nesd to be followed zre stated in the plan. kwill cutine specific
preparstions prier to a8 disaster and emergency procedunss immediatsly
after a disaster. The plan is & roedmap frem disaster to recovery. Dus to the
namre of the disaster, the steps cutlined may be skipped er performed in

a different saquenca. The ganaral spproach is 1o make the plan a5 threat
independent as possible. This means that it should be functional regardless
of what type of disaster ocours.
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For the recovery process to be effactive, the plan is organized around a
team concept Each team has specdific duties and responsibilities onca the
decision is made to invoka the disaster recovery mode. Tha leader of each
team and their alternates are key parsonnel. IT staff will be assigned to
multiple tsams with specific assignments made according to knowledgs,
experience and availabiity. It is also essumed vendors and knowledgeable
personnel will be actively enlistad to help during a recovery situation.

The plen represents a dynamic process that will be kept current through
updates, tasting and reviews. As recomr ions are doras
new areas of conoam zre recognized, the plan will be revised to reflect the
current [T environment.

Disaster Recovery Phases

The disaster recovery process consists of four phases. They ara:
*  Phass 1: Disaster Assassment
*  Phase 2 Disaster Racovery Activation
*  Phase 3 Altenats Site/Data Center Rebuild

*  Phase 4 Rsturn Homa

Axthe end of this phasa, a thorough review of the disaster recovery process
should be taken. Any deficiencias in this plan can be comractad by updating
the plan.

Key Disaster Recovery
Activities

Declaring a Disaster

Declaring a disaster means

Activating the racovery plan

Notifying taam leaders & staff

Notifying ksy management contacts

Notifying affectad customer contacts
Securing & new location for the data center
Ordering and configuring replacemeant equipment
Reconfiguring the network

Restoring Virtual Machine infrastructure from onsite or offsits
Backup

9.  Keeping management informed

10. Keeping customer contacts informed

O NV AEWN =

Phase 1: Disaster Assessment Disaster Decision Tree

The disaster assessment phase lasts from the inception of the disaster

untl it is under control and the extant of the demage can be assessad. Data Center destroyed Activats disastar recovery plan

Cooparzation with Flaxantial emergency personnel is critical Data Centerunusable for MORE | Activats disaster racovery plan
than 2 days

Phase 2: Disaster Recovery Activation Data Center unusable for 2days | Management Team performs an

This phase begins if the decision to move primary procassing to a location or LESS assessment

is made. The Disaster Re ry Manzg) Team will ; atfhe s Toom =

command center and call upon team members to parform their assigned e

tasks. The most important function is to fully restore operations at a

suitable location and resume normal functions. Oncs normal operztions e I a/c sgement Team p o

are established at the alternats location, Phase 2 is complete. pawer, atc) Amocment

Phase 3: Alternate Site Operation/Data Center
Rebuild

This phasa invoives continuing operations at the aitamats location. In
addition, the process of restoring the primary sits will be performed.

Phase 4: Return Home

This phase involves the reactivation of the primary data center at either
the original or possibly a new location. The activation of this sits does not
have town be as rushad as the activation of the alternats racovery cantar.

Revised 9.2.2021
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Decision Point Actions Category
1. Incident occurs 2 Alzom sounds 3. Begin evacustion 4. Enzurs all 5. Meetin designated | Initiztion
employess evacusted | @mea

7. Determine if 8. If no, then 9. Recoveryplanisnot | 10. Return to normal 12. Evaluste Determinaticn

incident is real sotivated ODEratons EVECLAton
8. If yes, then 9. Switch call handing Determination

o an sitemate looation

10. Determine 11.If small scope with | 12 Retum and bagin 13. Return calls 14. Retum to nommal Short Evacuaticn

scope of incident no to minimal damage, | clean up and monitor operations Required

and assess damage | then repaTE

after building 11. Fmodersts 12 Activam gitemate | 13 Activate recovery | 14. Motify Modarzte to

accessis allowed o large scope or COMpuUler processing t@am manggement end Severs Damage
MOderans i ssvens st employess of of o Data Center or
damage, then situation Infrastructure

16. Assess damage | 17.fdamageis 18 Completa repairs 19. Return to data 20. Retuami to nammal Moderats Ssvers
moderate and will be a5 nacezzary whils CaEnEr oparations Damzgeto
ablato ratem in 30 Oparsting at ztamans [Dratz Camtar or
daysorless sits Infrastructure
17. Fmore than 30 18. Order supplies and | 19.Sstup and operate | 20. Retum to nomal Severs Datato
days, locats o new equipmant at new facty while operations Datz Camter or
facility completing repairs Infrastructure

Recovery Time Objectives

(RTO)

The Recovery Time Objectives refect the esimated recovery imes based
on cument configuretions end operations.

Metwork Service Recovery Goal

LAN (Loczl Area Metwork) 2-3 days estmats

WAN (Wida Area 2 day imate

Internet 2 days estimats

Application Recovery Tier Recovery Goal

Infrastructure Servers Immediately aftar WA Internet
restore

Application / SQL Servers 3 days after LAMWAN rastora

Reparting Servers 5 days after LANWAN restons

Thase RTO's should ba considered bast-case estimates. Bitfocus opsrates

on &V Mware virtual environment. with all server tiers fully virtualized. In

the svent of 2 deaster, the Dizaster Azzezzment Team would assss: the
situation to determine if the lecal VM backups or the offsite VM backups
(Amazon 53/ Glacier) would be sslected for recovery.

(Once the zszessment is complets, the Diszster Asssssment Team will

detarminewhich temperary Data Canter locaticn to restore to. Current
options ans identified as Amazon Cloud or our Reno Datz Canter. Both

locations are on standby.

Revised 9.2.2021

Recovery Point Objectives

(RPO)

Recovery Point Objectives (RPCI refiects the eximated pointin time to
which receveny would be made basad on current configuretions and

cperations the exact recovery point for each server will very due to the
tima when the backup takes placa and when the disastar occurs.
Below are generzl guidslines for the differant types of DR data protection.

Data Protection Type Recovery Point (Age of Data)

Onsite Backup Up to 24 hours from diszster
period.
Offsite Backup Up to 7 days from disaster period.

Customars who have purchased additicnal Disaster Recovery SLA plans

may have shorter RPOL
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Roles of the Disaster
Recovery Coordinator

The function of the Disastar Recovery Coordinator is vitally important

to maintaining the plan in & consistent state of readiness. The Recovery
Coordinator’s role is multifaceted. Not only does the Coordinator assume
alead position in the ongoing life of the plan, but the Coordinatoris a
meamber of the Continuity Management Team in the event of a computar

disaster.

The primary responsibilities of the Disaster Recovery Plan Coordinator are
as follows:

. Distribution of the Disaster Recovery Pian

= Training the Disaster Recovery Teams

. Testing of tha Disaster Recovery Plan

. Evaluation of the Disastar Recovery Plan Tests

. Review, change and update the Disaster Recovery Plan

In & disaster situation, the Disaster Recovery Plan Coordinator will:

. Facilitate communication between tachnical and non-technical
staff

. Act as a Project Manager to coordinats the efforts of.

» Technical Staff

» Businass Staff

» Vendors

K3 Other personnsl as nesded

The Disaster Recovery Coordinator for Bitfocus is Robert Herdzik. The
aiternats Disaster Racovery Plan Coordinator is Yanis Guanans.
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General Recovery
Information

Items Stored Offsite

Router / VPN Firmwars and Export Settings.

A current copy of this disastsr recovery plan.

A copy of Veeam Backup & Racovery 7 extract utility.
Weekly backups of full VMwars Virtual Machins files of entire
infrastructure and data.

Dl il I

All standard sscurity and privacy precautions apply to offsite storage. The
offsita storags facility is equippad with surge protactors and natural disastar
protectiva measures.

Onsits backup includes all of the above, induding nightly full Virtual
Machine incremental backups of antirs infrastructurs and data.

Server Recovery
Thesa procedurss outline the steps requirad to restors any Bitfocus servers.
Recovery for the senvers assume that:

. Good backup data exists and can be retrieved from either
onsita or offsite storege

. Replacament servers are on standby or Amazon Cloud servers
are on standby

. Network connectivity is established

A decision must be made as to where the recovery will taks place (Amazon

Cloud or Reno Data Center). This decision is not made ahead of time since
tha spacifics of the incident requiring racovery is not known.
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Disaster Recovery Plan
Maintenance

The disaster recovery plan is 2 ving ™ document Failure to keep it cument
could sevenaly impact Bitfocus' ability to successfully recover in the event
of & disaster.

Some information contain inthe plan is mere dynamic than other
information. & matrix of avents and recommended maintenance schedule
iz included in this section. It is important to document changes to the plan
and ensurs that all copies of the plan are updated

Changes to the plan could occur more frequently than the time frameas
listed in the following =ble. Major hardware upgrades might affect business
recovery contracts 25 well 23 this plan. Softwars changes, personnel
changes and other changss that affect the plan should be updated 2= soon
as possible, not justwhen the recommended intervals coour

Quartarly Raview 2ll job changes and
update plan with new personne!
BIEENMEnts

Have any new application servers
been implemented? If =0 have all
diszster recovery implication been
addressed?

Have thems been any major

changes to existing apolications?
If 50, update the recowery plan
sccordingly

Has the hardwane cenfiguration
changed?  the changss affect
your 2bifity to recover, make
Eporoprizte changss o the
recovery configuration

Update the Network Configuration
Dizgrams / Infrastructure Wik

'Visit the off-sita storage location
and ensure documentzstion is
available and cumment

Ensurs all team assignmants are
still valid

Test tha plan and update itbased
on the results of the test

Semiannually

Annually Review Amazon / Azure retsntion

requiraments

Review Inzurance coverzge

Revised 9.2.2021

Testing the Disaster Recovery Plan

The Dizaster Recovery Coordingtor is responzible for testing of the disaster
recovery plan at least annually to ensure the vigbility of the plan. On an on-
20ing bas's this frequency sopears te be adequate considering the sysems
imvolved. However, specizl tests are to be given consideration whather
thems has baen a major revision to the plan or signficent changes in the
software, handware or data communications have ocoumed.

The ojectives of testing the disaster recovery plan are 2= folows

. Simulate the conditicns of an ACTUAL Business Recovery
SituEtion.

. Determina the feesibility of the recovery procass.
. |dantfy deficiancias in the exdsting procedunss.

. Test tha complstenass of tha business recovery informatian
stored at the Offsite Storage Location.

. Tran members of the disaster recovery teams.

The initial test of the plan will be in the fiorm of & structured walk-through
and should cccurwithin two manths of the disaster recovery plan’s
acceptance Subssguent tests should be to the sent determined by the
Dizaster Recovery Coondinator that are cost effective and mest the bansfits
and ebjectves desired.

Sample Recovery Test Agenda
1. Whatis the purposa of the test?
2. 'What are the test objactives?

3. Howwil the successful achisvement of these objectives be
measured?

4. Arthe conclusion of the test. collact test measuremants from
gl participants.

5. Evsluate the test resulis. Determine if the test was successful
ornat.

6. Detsrmine the implications of the test result=. Does success for
this test imply success in 2l recovery scenarios?

7. Update the plan baszed on results of the test.
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Data Quality Plan

Cleveland/Cuyahoga County Continuum of Care
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HMIS Data Quality Plan

1.1 Introduction

This document describes the Homeless Management Information System (HMIS) data quality
plan for the Cleveland/Cuyahoga County Continuum of Care (CoC). This document includes data
quality standards and Protocols for ongoing data quality monitoring which meet the
requirements outlined in the latest version of the Department of Housing and Urban
Development (HUD) Data Standards. This HMIS Data Quality Plan shall be updated annually, and
shall include the latest HMIS data standards set by HUD and Cleveland/Cuyahoga County CoC.

1.2 HMIS Data and Technical Standards

HMIS is a locally administered electronic data collection tool used to collect ongoing longitudinal
data on homeless or at-risk families and individuals who receive assistance from local homeless
service providers. Data collected can be used to evaluate the extent and nature of
homelessness in our community. Information obtained from the system will assist with
identification of client needs and service delivery.

In July 2003, the Department of Housing and Urban Development (HUD) published a draft notice
of the HMIS Technical Data Standards. In July 2004, HUD finalized and published the HMIS
Technical Data Standards in the Federal Register. HUD’s objective was to encourage
communities around the nation to set up an HMIS. The notice specified which data elements
should be collected in order to ensure consistency across the nation and establish minimum
baseline policies and procedures for privacy, confidentiality and security standards designed to
protect client level data. In 2010, HUD amended and released the HMIS Technical Data
Standards.

Cuyahoga County has adopted the use of Clarity (from Bitfocus Inc.) as its HMIS software
solution. Clarity is a web-based application that requires no local software installation. It
provides automatic reports to meet HUD reporting requirements and offers flexibility so that
local agencies can customize its use for local needs. This platform was selected by a group of
representatives of the local Continuum of Care in 2020, following a highly participatory process
of analysis of system needs and comparative examination of several top-rated software
platforms.

The Homeless Management Information System (HMIS) project is administrated by the
Cleveland/Cuyahoga County Office of Homeless Services. The project utilizes the Internet-based
technology to assist homeless service organizations across Cuyahoga County to capture
information about the clients that they serve.

1.3 What is Data Quality?

Data Quality is the term that refers to the reliability, validity, and comprehensiveness of client-
level data collected in HMIS. Good data quality represents reliable and valid data on persons
accessing the homeless assistance system. With a strong data quality plan, multiple reports such
as HUD Annual Performance Report (APR), Longitudinal System Analysis Report (LSA), and the
Systems Performance Measure Report (SPMs) will be more accurate, and the HMIS coordinator
will spend less time fixing errors. There are four main components to establish good data
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quality: timeliness, completeness, accuracy, and consistency. Data Quality Standards are
established, monitored, and updated annually by the HMIS Lead Agency.

1.4 What is a Data Quality Plan?

A data quality plan is a community-level document that facilitates the ability of the CoC to
achieve statistically valid and reliable data. The data quality plan’s purpose is to standardize and
communicate expectations, and to provide guidance and support for all participating agencies.
A data quality plan is generally developed by the Continuum of Care and the HMIS Lead Agency
with input from community stakeholders and is formally adopted by the CoC. In short, a data
quality plan sets expectations for agencies that use HMIS to capture reliable and valid data on
persons accessing the homeless assistance system.

1.5 What is a Data Quality Monitoring Plan?

A data quality monitoring plan is a set of procedures which outline a regular, on-going process
for analyzing and reporting on the reliability and validity of the data entered into HMIS at the
project, program, and aggregate system levels. A data quality monitoring plan is the primary
tool for tracking and generating information necessary to identify areas for data quality
improvement.

DATA QUALITY PLAN COMPONENTS

2.1 Data Components

It is important that our community has the ability to understand the characteristics of the clients
that are served. Service providers, community leaders and CoC leadership need to be able to
articulate the impact of our efforts. To ensure that this is possible, agencies must use both the
Universal Data Set and the Program Specific Data Set. Coordinated Intake is responsible for
collecting the initial, complete data set for each individual and household member entered into
HMIS. All Emergency Shelters, Transitional Housing, Safe Havens, RRH and Permanent
Supportive Housing projects should review, update and enter new information relative to the
required set of data elements. All overflow and outreach projects should collect, at a minimum,
the Universal Data Set. While Cl is primarily responsible for the entry of the initial data set for all
clients and household members, there are exceptions where an ES, TH, SH, RRH, or PSH project
may have to assume that role.

Data quality evaluations will be based on the timeliness, completeness and accurate collection
of the appropriate data set for each respective program. Failure to comply with the data
standards described below will be addressed on a case-by-case basis.

2.2 Data Timeliness

The implementation of Coordinated Intake & Assessment has created the necessity for timely
data entry. Timely data collection ensures that each client receives appropriate referrals and
access to services. Each Participating Agency End User will rely on the Coordinated Intake Packet
and the Universal Intake form for complete information (project referrals, entry dates, etc.) for
each individual or member of a household. This information will subsequently be entered into
HMIS and used to manage and track service delivery. Each Participating Agency will strive for
real-time, or close to real-time, data entry. This is defined by either immediate data entry upon
the client receiving an assessment or within one business day of the client assessment.
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e Coordinated Intake and Assessment: Universal Data, Program Specific Elements, Entry,

Service Transaction of Case Management, Referrals to CoC Providers and Exit must be
entered within 1 business day.

e Emergency Shelters: Universal Data, Program Specific Elements, Entry, Service

Transaction of Emergency Shelter and Exit must be entered within 2 business days.

e Transitional Housing Projects: Universal Data Elements, Program Specific Data Elements,
Entry, Service Transaction of Transitional Housing and Exit must be reviewed and

updated within 1 business day.

e Permanent Supportive Housing Projects: Universal Data Elements, Program-Specific
Data Elements, Entry, Service Transaction of Permanent Supportive Housing and Exit
must be reviewed and updated within 1 business day.

e Prevention & Rapid Re-housing Projects: Universal Data Elements, Program-Specific
Data Elements, Entry, the initial Service Transaction of Case Management must be
entered within 2 business days.

e Qutreach Projects: Limited data elements must be entered within 2 business days of

the first outreach encounter. Upon engagement for services, all remaining Universal
Data Elements must be entered within 5 business days.

e Supportive Services Only Projects: Universal Data Elements, Program Specific Data

Elements, Entry, Service Transaction (provider quicklist) and Exit must be entered within
2 business days.

Clients entered into the HMIS via a data integration process will not follow the above
deadlines and instead enter into HMIS in accordance with guidelines setup with each
individual data integration project.

Agency Self-Assessment Procedure:

Data Entry Timeliness Reports —It is important that agencies be able to measure the timeliness
of their data entry. The [HUDX-225] HMIS Data Quality Report will help identify any short-
comings associated with meeting the data entry objective. Each agency must run this report on
a monthly basis to evaluate the timeliness of data entry. Additionally, agencies should also run
the [HUDX-227] Annual Performance Report monthly to assist in identifying further data quality
issues. (Agencies who do not meet the timeliness requirement should work with the System
Administrator and begin running this report on a weekly basis until they have corrected any
issues.) Agencies should run a each report for each project type, and a written corrective action
plan should be put in place to address any issues that are not in accordance with the data
timeliness requirements. A copy of the written corrective action plan should be e-mailed to
HMIS System Administrator.

2.3 Data Completeness

All data entered into HMIS shall be complete. Partial or missing data can negatively affect our
ability to provide appropriate and accurate referrals and services. It is every End User’s
responsibility to report a complete picture of persons served for each project within their
agency.
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The goal is always to collect 100% of the data elements for all individuals and members of a
household. This is not always realistic or possible. Therefore, an acceptable range of
null/missing and unknown/don’t know/refused responses has been established, depending on
the data element and the project type. Missing data elements are data elements that were
either not collected or collected but were not entered into HMIS. Don’t know/Refused data
elements are those data elements that were not collected because the client either doesn’t
remember the information or refuses to answer the question. Don’t know/Refused is from the
clients’ perspective and is not used to denote that the information is null or void.

Participating agencies will make their best effort to record accurate data. Only when a client
refuses to provide his or her or dependent’s personal information and the project funder does
not prohibit it, it is permissible to enter incomplete client data. Some recommended
procedures to follow are:

- If a client will not provide their date of birth, you may collect the age and set the date of birth
to 1/1/XXXX, where XXXX is the actual birth year.

- If a client refuses to provide the identifiable elements, record the answer as “refused”.

If a client’s record already exists in HMIS, the agency must not create a new alias record.
Participating Agencies should always use the Unique ID under which Coordinated Intake issued
the project referral. The Participating Agency is responsible for any duplication of services that
results from creating a duplicate client record or using the incorrect Unique ID.

All project types are strongly encouraged to achieve 100% compliance with all data quality
standards. If 100% accuracy is not possible after multiple attempts at obtaining the required
data, the following acceptable ranges apply:

Coordinated Intake and Assessment: 95%

Emergency Shelters (project — reserved bed): overall 95%

Emergency Shelters (overflow — night to night entry, no reserved bed): overall 85%
Transitional and Permanent Supportive Housing Projects: overall 95%

ESG Rapid Re-Housing: overall 95%

Outreach Projects: overall 75%

Supportive Services Only Projects: overall 95%
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Acceptable range of missing (null) and unknown (don’t know / refused) responses by project

type:

TH, PSH, SSO, ESG, Emergency Shelter Outreach

Fmergencv Shelter Faderal {averflow)
Data Element Missi | Don’t Missi | Don’t Missi | Don’t
First & Last Name 0% 2.5% 0% 2.5% 0% 2.5%
Full SSN 0% 2.5% N/A N/A N/A N/A
Date of Birth (DOB)* 0% 2.5% 0% 2.5% 0% 2.5%
Race 0% 2.5% 0% 2.5% 0% 2.5%
Ethnicity 0% 2.5% 0% 2.5% 0% 2.5%
Gender 0% 2.5% 0% 2.5% 0% 2.5%
Veteran Status 0% 2.5% 0% 2.5% 0% 10%
Disabling Condition 0% 2.5% 0% 10% 0% 10%
Residence Prior to Proiect Entrv 0% 2.5% 0% 10% 10% 10%
Project Entry Date 0% N/A 0% N/A 0% N/A
Proiect Exit Date 0% N/A 0% N/A 0% N/A
Destination 0% 2.5% 0% 10% 0% N/A
Relationship to Head of 0% 2.5% 0% 2.5% 0% 5%
Household
Client Location 0% 2.5% 0% 2.5% 0% 2.5%
Length of Time on Street, in ESor | 0% 2.5% 0% 10% 0% 10%
SH
Zip Code of Last Permanent 0% 2.5% 0% N/A N/A N/A
Address
Housing Status 0% 2.5% 0% 2.5% 0% 2.5%
Income & Sources 0% 2.5% N/A N/A N/A N/A
Non-Cash Benefits 0% 2.5% N/A N/A N/A N/A
Health Insurance 0% 2.5% N/A N/A N/A N/A
Domestic Violence 0% 2.5% N/A N/A N/A N/A
Disability Type(s) 0% 2.5% 0% 10% 0% 10%
Addt’l PDE’s as req’d by Federal 0% 2.5% N/A N/A N/A N/A
Partners

*Date of Birth (DOB) — if client is not aware of their DOB use their age to calculate the year and
enter the DOB in as 01/01/XXXX (which denotes the year associated with the age). Quality of
DOB filed should be listed as “Client refused”.

**The completeness requirement applies to each of the questions in the category.

The Office of Homeless Services will utilize the data completeness standards in the chart
above as we collect and review baseline data for HMIS Data Quality Completeness for the
CoC. We will examine the findings and amend the above standards as appropriate.

Agency Self-Assessment Procedure:
Data Completion Scores — Using the appropriate DQ reports ([HUDX-225] HMIS Data Quality
Report & [HUDX-227] Annual Performance Report) all agencies should evaluate if all client level
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data that is entered into HMIS adheres to appropriate project type completeness score. These
reports must be generated and evaluated by the agency on a monthly basis. (Agencies who do
not meet the timeliness requirement should begin running this report on a weekly basis versus a
monthly basis until they have corrected any issues.) Corrective action should be taken if
necessary to ensure that the agency meets or exceeds the goal for the appropriate project type.
Should an agency fall short for the data completeness requirements, a written corrective action
plan must be submitted to the HMIS System Administrator via email.

2.4 Bed/Unit Utilization Rates and or Service Volume Rate

One of the primary features of an HMIS is the ability to record the number of client stays or bed
nights at a homeless residential facility. In HMIS, project beds or units are reflected within the
Bed Inventory section of each appropriate Provider Profile. HMIS End Users for each emergency
shelter, transitional housing and permanent supportive housing facility will enter a project entry
for the client into HMIS at the time a bed or unit assignment is made. The client’s project entry
remains open in HMIS until he or she exits the project. When the client exits the project, they are
considered exited from the bed or unit.

Project Type Target Utilization Rate Acceptable Utilization
Emergency Shelter 100% 75% - 105%
Transitional Housing 100% 80% - 105%
Permanent Housing 100% 85% - 105%

2.5 Data Accuracy & Consistency

Data accuracy can be a challenge in regards to HMIS. The level of accuracy relies on the client’s
ability to provide the correct information and the intake worker’s ability to document and enter
the data accurately. Data must also be collected in a consistent matter in order to ensure
accuracy (i.e. Universal Intake Form, Outstanding Referral Report).

Accuracy will be assessed through monitoring activities outlined in the Data Quality Plan.
Information entered into HMIS must be valid and accurately represent information on persons
served for each Participating Agency. Inaccurate information is worse than incomplete
information. It is better to answer “don’t know or “refused” than to enter inaccurate
information. To ensure the most up-to-date and complete data, data entry errors must be
addressed either weekly or as they are detected.

All data entered into HMIS is provided by the client, as documented by the intake worker or by
the program case manager. Data entered must meet a 100% accuracy rate. Recording
inaccurate information is strictly prohibited, unless in cases when a client refuses to provide
correct personal information (see below). All data in HMIS shall be collected and entered in a
common and consistent manner across all projects. To that end, all End Users and their
respective Supervisors will complete an initial training before accessing the live HMIS system.

Agency Self-Assessment Procedure:

e Data Accuracy: Agencies are ultimately responsible for the accuracy of their data. In

order to ensure accuracy, source documentation must be reviewed on a consistent
basis. The System Administrator will work with Coordinated Intake staff to review and
update source documentation at the time of initial assessment. This form will be
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distributed to all Participating Agencies. It is each agency’s responsibility to develop a
self-monitoring plan to evaluate/audit the accuracy of their data entered into HMIS.
Agencies must designate agency personnel (HMIS Site/Agency Administrator) to
perform monthly accuracy audits. The HMIS Site/Agency Administrator is responsible
for ensuring that accuracy of data entered into HMIS by sampling the data. They can use
the following methods:

Sampling: A sampling of client source documentation can be performed to measure
the data accuracy rate. Agencies will be required to self-audit 10% of their client
records for each program and project on a monthly/quarterly basis, comparing the
source information to that entered in HMIS. The agency audit form should be
completed and kept for the HMIS Lead Agency staff’s annual review.

Data Consistency Checks: The HMIS Site/Agency Administrator should check data
accuracy and consistency by running DQ reports to analyze the completion of project
entry records, issuing of service transactions, interim reviews/recertifications and exits.
For example, the following instances will be flagged and reported as errors:

- Mismatch between exit/entry data

- Conflicting elements within the assessments

- Household composition error

DATA QUALITY MONITORING

3.1 Roles and Responsibilities

e Agency — Each Participating Agency’s Executive Director and/or Program Manager must
designate an agency representative to act as the agency’s HMIS Site/Agency
Administrator. It is the responsibility of the Executive Director and HMIS Site/Agency
Administrator to ensure compliance with the policies and procedures of this manual.
Participating Agencies are ultimately responsible for the quality of their data. If
agencies abide by the policies and procedures outlined in the Policy and Procedure
Manual and monitor the integrity and security of client data, it will ensure that they
perform well in an audit. Agencies will be held responsible for the security of their
client’s data and will be held accountable for the liability for any misuse of the software
by agency staff. Performing the monthly review of data outlined in this manual will
ensure that agencies are aware of their Data Quality performance. It is the
responsibility of the HMIS Lead Agency to coordinate and conduct the annual site visit
for each agency. Each Participating Agency will make available 10% of client records for
each project available (randomly selected records).

e HMIS Lead Agency — The Office of Homeless Services will notify the Participating Agency
7 days in advance of a site visit and will conduct the site visit in a professional,
consistent and fair manner. Provide guidance to increase the understanding and
definition of federal policies, procedures, guidelines and best practices. Provide
oversight/monitoring of CoC Data Quality and Security standards.

3.2 Monitoring Frequency
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e Data Timeliness, Data Completeness and Data Accuracy: monthly review by agency;
monthly submission of APR to HMIS System Administrator and subsequent feedback
from HMIS Sys Admin.

e  Program Audit: annual audit by HMIS Lead Agency

e Other: Data quality monitoring may be performed outside the regularly scheduled
reviews, if requested by program funders or other interested parties (the agency itself,
HMIS Lead Agency, CoC, HUD, or other Federal and local government agencies)

3.3 Compliance

e Data Timeliness: The average timeliness rate in any given month should be within the
allowed timeframe.

e Data Completeness: there should be no missing (null) data for required data elements.
Responses that fall under unknown (don’t know or refused) should not exceed the
allowed percentages in any given month (see Data Completeness section for standards).
Housing providers should stay within the allowed utilization rates.

e Data Accuracy: The percentage of client files with inaccurate HMIS data should not
exceed 10%. (For example, if the sampling includes 10 client files, then 9 out of 10 of
these files must have the entire set of corresponding data entered correctly in HMIS.)

3.4 Data Quality Reporting and Outcomes

The HMIS System Administrator will receive updated APRs from Agency Administrators once a
month for the previous month. The HMIS System Adminstrator will evaluate data quality
monthly and ensure that agencies that fall below the proposed standards are notified of any
deficiencies. Notifications will include any findings and recommended corrective actions.
Overall, the HMIS Lead Agency Staff will be aware of each Participating Agency’s performance.
Any patterns of error will be reported to the respective Agency Executive Director for corrective
action.

e Participating agencies are expected to correct data errors as soon as identified or within
maximum of 7 days of notification. Data quality issues that have not been addressed for
consecutive months will be brought to the attention of the Director of the Office of
Homeless Services (OHS). If after the next quarter there has been insufficient improvement,
it will be reported to CoC Advisory Board.

e Projects will be considered to be out of compliance with their contract agreements if they
do not demonstrate a good faith effort to make necessary data corrections after
consecutive months of data quality that does not meet the standards outlined in this
manual.

Revised 9.2.2021 78



4, HMIS Data Standards

DE |Elerment Collection Points Required Metadata
Elements
Record | Project | Update/ | Annual | Project | Post- Enrollment| Data
Creation | Start | Occurrence | Assess- Exit Exit ID Collection
Point ment Stage
3.01 |Mamie X
3.02 5ocial Security Mumber X
3.03 Date of Birth X
3.04 |Race X
3.05 |Ethnicity X
3.06 Gender X
3.07 |Veteran Status X
3.08 Disabling Condition X X
3.1 Project Start Date X X
3.11 |Project Exit Date X b
3.12 |Destination X X
3.15 Relationship to Head of X X
Household
3.16 |Client Location X X X X
3.2 Housing Move-In Date X (0..1) X
3.917|Prior Living Situation (4) and X X
(B)
4.02 Income and Sources X X X X X X
4.03 |Non-Cash Benefits X X X X X X
4.04 Health Insurance X X X X X X
4.05 Physical Disability X X X X X
4.06 |Developmental Disability X X X b X
4.07 |Chronic Health Condition X X X X X
408 HIV/AIDS X X X x X
4.09 |Mental Health Disorder X X X X X
4.1 Substance Use Disorder X X X X X
4.11 Domestic Violence X X X X
4.12 |Current Living Situation X X
4.13 Date of Engagement X(0..1) X
4.14 Bed-Night Date X X
4.19 Coordinated Entry Assessment X X
4.2 |Coordinated Entry Event X X
W1 Services Provided - HOPWA X X
W2 |Financial Assistance - HOPWA X X
W3 Medical Assistance X X X X X
W4 T-cell (CD4) and Viral Load X X X X X X
W5 Housing Assessment at Exit X X
W6 Prescribed Anti-Retroviral X X X X
C1 |Well-being X X X X X
C2 Moving On X X
C3 Youth Education Status X X X X
Services Provided-PATH X X
Funded
Referrals Provided - PATH X X
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2021 Cleveland and Cuyahoga County

Rapid Re-Housing Service and Operations Manual & Practice Standards
Version 2.3

Rapid Re-Housing Overview

Rapid Re-Housing (RRH) is a program designed to quickly resolve participants’ immediate crisis of
homelessness, to assist the participant in moving into permanent housing and support the participant in
maintaining that housing. RRH shallfit seamlessly within the Cleveland/Cuyahoga CoC. RRH
programs shall design service provision based on the core components of Rapid Re-Housing:

1. Housing Identification Assistance;
2. Financial Assistance—rent and move-in assistance; and
3. Case Management and Supportive Services.

Programs operating under the terms of these standards are required to employ a Housing First, Harm
Reduction, and Trauma Informed Care approach to service provision. Definitions of these terms are provided
in the Glossary, as found in Appendix A, and standards for their implementation are contained within.

Rapid Re-Housing Practice Standards

These RRH Service and Operations Practice Standards establish minimum requirements for the operation
of RRH programs in Cleveland/Cuyahoga County, to which such programs shall adhere. This document is
not intended to stand on its own and should be read in conjunction with other funders’ contractual
requirements. These additional requirements should also include any program guidance issued by an RRH
funder. These standards will be reviewed on an ongoing basis and may be amended to reflect current best
practices, priorities, and stakeholder feedback.
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Philosophy and Design

Programs must have policies that clearly state an approach to working with participants in RRH that
embraces Housing First, Harm Reduction, and Trauma Informed Care practices.

Housing First

Programs shall be required to serve all participants with a Housing First approach. The Housing First
philosophy is based on the premise that stable housing is a critical determinant of health, education,
employment, and other positive outcomes related to well-being. Housing First programs have minimal
barriers to admission of participants. Instead, they focus on quickly moving people experiencing
homelessness into permanent housing with needed services. In practice, this means that participants in
RRH programs designed with Housing First in mind shall not be excluded from the program due to
lack of sobriety or income, or based on the presence of mental health issues, disabilities, or other
psychosocial challenges.

Harm Reduction

RRH programs operating under these standards shall also use Harm Reduction strategies to work with
participants to reduce the potentially negative consequences of risky behaviors. Programs employing Harm
Reduction approaches generally do not terminate assistance based on a person’s inability to achieve or
maintain sobriety or due to medication non-compliance. Program service strategies shall therefore include
all possible approaches to assisting participants in their efforts to reduce or minimize risky behaviors, while
at the same time helping participants move into, and stabilize in, permanent housing. The approach focuses
on assisting participants to comply with the terms of a standard residential lease. Harm Reduction
approaches are not intended to prevent the termination of a participant whose actions or behavior
constitute a threat to the safety of other participants or staff.

Trauma Informed Care

In addition to implementing a Housing First model which incorporates Harm Reduction techniques, all RRH
programs operating under these standards shall incorporate Trauma Informed Care policies and
procedures into their delivery of services. Trauma Informed Care is defined as an organizational structure
and a service framework that involves understanding, recognizing, and responding to the effects of all types
of trauma on program participants. Trauma Informed Care also emphasizes the physical, psychological, and
emotional safety of individuals, families, and service providers alike, and helps participants rebuild a sense
of control and empowerment. Trauma Informed services account for trauma in all aspects of service
delivery and prioritize the trauma survivor’s safety, choice, and control. Trauma Informed Services create
and promote a culture of nonviolence, learning, and collaboration. The loss of housing and the experiences
of people while homeless almost always are accompanied by trauma. Trauma Informed Care acknowledges
prior trauma and seeks to prevent a recurrence.

Programs shall develop and maintain a set of policies for educating and training program staff on Housing
First, Harm Reduction strategies, and Trauma Informed Care.

Applicability

For purposes of these Rapid Rehousing Practice Standards the term “program(s)” shall referral to all Rapid
Rehousing projects operating in the Cleveland/Cuyahoga CoC regardless of funding source(s) or target
population. The primary funding sources are HUD’s Emergency Solutions Grants (ESG) and Continuum of



Care program funding and VA’s Supportive Services for Veteran Families (SSVF). Agencies administering
Rapid Rehousing programs/projects include but are not limited to EDEN, Inc.; Mental Health Services, Inc.;
Volunteers of America; and, West Side Catholic.

System Collaboration

1.

To ensure coordination with Frontline Service’s Coordinated Intake and Assessment (“Coordinated
Intake”), programs shall participate in all relevant Coordinated Intake planning and management
activities, including system and service coordination meetings. Participation in these activities
includes keeping community partners updated regarding real-time changes to eligibility,
prioritization, funding, and capacity.

Programs shall collaborate with community partners and leverage community resources through
active partnerships with other programs that provide services to individuals and families
experiencing homelessness in their communities.

Programs shall accept referrals/matches into their programs based on funder guidelines and in
alignment with Frontline Service’s Coordinated Intake prioritization policies.

Admission, Intake, and Assessment

1.

Programs shall only enroll participants who are literally homeless according to the HUD Category 1
or 4 definition of homelessness.!
Program participants must be experiencing homelessness in Cuyahoga County at time of
enrollment. Exceptions may occur at the discretion of the funder in accordance with specific
contractual requirements.
No program shall establish policies or assessment practices that screen out households based on
any of the following criteria:

a. Lack of sobriety;
Lack of income;
The presence of mental health issues, disabilities, or other psychosocial challenges;
Lack of a commitment to participate in treatment;
Criminal background;
Presence or number of evictions;

g. Any other criteria assumed to predict long-term housing stability.
Before program enrollment and throughout program participation (until the participant is
successfully housed), programs shall work with participants to use diversion/problem-solving
interventions which assist participants in identifying alternatives to homelessness system
services, such as reconnecting with family or friends who could temporarily or permanently house
them.
If not already completed, or if significant life changes have occurred since the last time an
assessment was conducted, Frontline Service staff shall complete and update the appropriate
Coordinated Intake tools (e.g. Housing Barries Guide and Vulnerability Index) as part of intake and
assessment process.

S0 a0 o

1 HUD Homeless Definition
https://www.hudexchange.info/resources/documents/HomelessDefinition RecordkeepingRequireentsandCriteria.

pdf.
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6.

10.

11.

12.

13.

Before enrolling a new participant, programs shall check HMIS and other relevant databases the
program has access to in order to assess whether the participant is already enrolled in another RRH
or otherwise duplicative program.

a. |If the participant is enrolled in a duplicative program, program staff will inform the
participant that they are already enrolled in an RRH or a duplicative program.

b. Program staff will contact the duplicative program that the participant is currently
enrolled in and, if appropriate, develop a plan for reconnecting the participant to the
program.

c. Ifaprogram change is more appropriate for the participant, enrollment in the second
program can continue if the participant is still eligible once the participant is exited
from the current program.

During intake, programs shall document all eligibility criteria established by the funder.

Programs shall not halt intake and enrollment due to a participant’'s lack of

documentation. Programs shall assist participants in acquiring documentation to meet funder

document requirements. Programs are to provide all services, except financial assistance, while

participants obtain eligibility documentation.

Programs shall orient participants to all program guidelines and expectations during intake,

including the programs’ grievance and termination policies and procedures.

Programs shall transfer participants to a population-appropriate housing program if a change in

their household status necessitates such a move. Programs shall continue providing services to

such participants until the warm handoff is successfully completed.

Programs shall assign a housing locator to each participant at enrollment. Case managers are
assigned at the time participant unit passes HQS inspection and the tenant moves in.

Programs shall limit additional assessments completed prior to housing to items necessary to

support health, safety, and the quick resolution of participants’ housing crisis.

Programs shall annually recertify participants’ eligibility for the program. Certification include

verification of income, authorization signatures, unit inspections for consistency with applicable

housing standards (e.g. HQS) and the collection of other funder required documents.

Case Management

1.

Programs shall establish policies and procedures to ensure that case management ratios do not
exceed funder guidelines.
Programs shall provide housing-focused case management that identifies participants’ strengths
and housing barriers, supports housing stabilization, and facilitates successful program exit.
Programs may offer participants the use of third-party online tenant screening services, or other
funder determined tenant screening reports, as used by local landlords and property management
firms to screen tenants.
a. Case managers (and/or housing location/liaison staff) shall use these services to assist in
matching participants with appropriate units.
b. Staff shall check the accuracy of information in these reports with participants and refer
them to legal services to assist in correcting the official record when appropriate.
Programs shall make rapid connections to resources that can support the participant’s success in
housing and emphasize the temporary nature of their enroliment in the RRH program.

. Programs shall provide resources to assist participants to resolve or navigate tenant barriers, and

reference those barriers and resources in the Housing and Services Plan (see definition and
description of Housing and Service Plan in the following section).



10.

11.

12.

13.

14.

15.

. Programs shall assist participants to develop a participant-driven budget, which will be revisited as

often as needed, but no less than monthly. Programs shall offer budgeting assistance which will
follow a Harm Reduction approach.

. If participants experience barriers to stability that impact their ability to pay rent on

time, programs shall discuss a referral to representative payee programs or other resources with
the agreement of the participant. Any referral shall be made only with the consent of the
participant.
Programs shall use a progressive engagement/assistance approach to provide customized and
flexible case management services to participants. Case management and home visits beyond a
standard schedule (at least once per month) shall only be provided to participants when higher
needs are identified, and only if participants require intensive services to maintain tenancy.
Programs should be prepared to offer a higher level of support, e.g. more than weekly case
management contacts and/or home visits, after initial move-in.
Program participants may request a change in case manager if it is determined that the participant
requires a different level of care than the assigned manager is able to provide, or if the current case
manager’s objectivity or clinical judgement becomes compromised.
Case management services shall always be participant-centered. The assigned case manager is
responsible for attempting re-engagement and documenting attempts to do so. Participant refusal
of case management services cannot be reason for exiting the participant from program (see Case
Closing and Program Completion).
Program staff shall conduct a minimum of one home visit each month after the participant moves
into permanent housing.
a. If unable to set up a monthly home visit, programs are required to document attempts
to do so.
b. Program participants can direct when, where, and how often additional case
management meetings occur.
c. Programs shall have written safety policies and procedures for home visits that are
posted clearly in their office spaces, and for which staff receive training.
Programs shall provide basic tenancy skills learning opportunities to participants and provide
guidance on basic landlord-tenant rights and responsibilities, meeting minimum expectations for
care of the unit, and landlord-tenant-neighbor relations.
Programs shall work directly with participants and landlords to resolve tenancy issues without
threatening participants’ tenancies.
Programs shall establish policies that clearly state that program staff shall proactively assist
participants in avoiding evictions and maintaining a positive relationship with the landlord.
a. Preventing an eviction can be done by moving a household into a different unit prior to
eviction and,
b. By identifying a new tenant for the landlord’s unit.
Case management documentation must be entered into the provider’s data system (e.g.,
Homeless Management Information System (HMIS)), and the case file shall be completed by the
provider.

Housing and Services Plans

Housing and Services Plans are simple, participant-centered plans that guide the extent, scope, duration
and delivery of supportive services and financial assistance to program participants with the primary goal



of supporting the participants successful tenancy and self-sufficiency. Housing and Service Plans shall
have the following elements:

1.

7.

All RRH program participants shall establish a participant-centered Housing and Services Plan in
collaboration with program staff and based upon assessments required by funder guidelines.
Housing and Services Plans should be designed to guide case management and must be housing-
focused and participant driven.

Housing and Services Plans shall identify the participant’s needs, goals, actions to be taken,
progress towards goals, and the actions to be taken by the case manager.

Housing and Services Plans shall be updated as the participant progresses towards goals or as new
barriers are identified. Program staff shall continuously attempt to engage participants who
express a lack of interest in or willingness to participate in their plan. Program staff shall document
all attempts to engage with participants.

Work on Housing and Services Plans shall begin immediately upon developing a working
relationship with the participant.

Housing and Services Plans shall address three distinct phases of program participation: housing
attainment, housing stabilization, and exit planning. These three phases must emphasize the short-
term nature of RRH with the goal of a sustainable exit from the program.

a. The initial Housing and Services Plan will focus on any emergent needs of the participant
and on identifying, finding, and acquiring permanent housing.

b. Oncethe participant is housed, the Housing and Services Plan will focus on housing stability
and any housing retention barriers which the participant may face. Housing stabilization
plans are required to focus on how the program participants can maintain a lease,
maximizing their ability to pay rent, and address patterns that have, in the past, resulted
in housing crises or housing loss.

c. Nearing program completion, Housing and Services Plans should transition focus to exit
planning. Exit planning should be on-going work until such time as the participant’s case is
closed and exited. This shall include a plan for preventing a fall into homelessness and a
finalized exit plan.

Programs shall assist participants with a range of activities that address the participant’s goals (as
stated in their Housing and Services Plans, see the Housing Identification, Search, and Attainment
section below), including but not limited to:

a. Assistance obtaining identification and other documents that are required for securing
permanent housing;

b. Enrollment in eligible mainstream resources (Ohio Means Jobs, PRC (Prevention,
Retention, Contingency) funds, Childcare assistance, SNAPs, Temporary Assistance for
Needy Families (TANF), Supplemental Security Income/Social Security Disability (SSI/SSDI),
health insurance, public benefits, Veterans Affairs (VA) benefits, etc.);

c. Connections may include life skills coaching, legal assistance, subsidized childcare,
employment/vocational programs, substance abuse counseling, mental health counseling,
physical health services, food resources, and transportation resources. Also, programs
shall support participants in making connections to community supports such as faith-
based organizations, social and recreational opportunities.

d. When a referral is made to any community service, case managers shall provide a warm
handoff and follow up to ensure the linkage has been made.



Housing Identification, Search, and Attainment

1.

Programs shall work with the Housing Locator and the shelter case manager to identify and recruit
landlords and encourage them to rent to program participants.

a. Programs shall employ at least one staff person with specialized responsibilities for
landlord recruitment and retention efforts.

b. That staff person shall have the knowledge, skills, and agency resources to understand
landlord and tenant rights and responsibilities and provide supports to landlords and
property managers.

c. If programs choose not to establish a dedicated landlord recruitment and retention
staffing function among the program’s staff, then case managers’ job descriptions
must include this responsibility, as well as other case management responsibilities.

d. Program staff should be trained in and familiar with housing location services which
are available to assist with the process of identifying appropriate housing for program
participants.

Programs shall establish written policies and procedures that require staff to engage in proactive
and continuous landlord recruitment activities.

Programs shall ensure staff explain basic landlord-tenant rights and responsibilities and the
requirements of the lease to participants.

. Programs shall assist participants in identifying units based on the choice and reasonable

parameters of the participant. Programs shall also assist with completing applications and
negotiations with landlords and property managers.

. Programs shall assist participants in obtaining necessary documentation for meeting landlord

requirements and prepare participants for tenancy by reviewing lease provisions with the
participant before moving into housing.

Programs shall support participants in making informed decisions about rent-reasonable housing
options, with the goal of maintaining housing after program exit. This support will include assisting
participants in exploring all viable housing options, including shared housing and rooms for rent.
Programs shall ensure that all housing units are safe and meet funders’ housing standards (e.g. HQS,
habitability standards.

Programs shall ensure that all housing units meet ESG standards for fire safety per regulations at 24
CFR 576.403©(10)(i) & (iii). These fire safety standards include a second means of existing the
building in the event of a fir or other emergency. In addition, all public areas of all housing must be
equipped with sufficient number of battery-operated or hard-wired some detectors.

Programs shall establish policies and procedures to verify and document units’ ownership before
financial assistance for those units is provided.

10. Programs shall establish a policy that requires all participants to have lease agreements that meet

11.
12.

legal standards for ensuring that all tenants have the right to tenancy including in shared housing.
Programs shall secure an individual lease for all shared housing participants whenever possible.

At any point during program participation, programs shall offer family reunification services to
participants who may wish to consider relocating to be with family. If participants require financial
assistance for reunification, programs shall verify with funders if such expenses are eligible. If
financial assistance for family reunification is not available, program shall link participants to a
program that offers this assistance.

Financial Assistance

1.

Programs shall provide financial assistance for housing costs (when needed), which may include
rental deposits, first month’s rent, last month’s rent, and ongoing rental assistance and/or utility



assistance for no more than twelve (12) prospective months of assistance. The amount of financial
assistance provided to program participants shall be calculated based on the following schedule:

Families
[ ]
[ ]

Youth

Singles
[ )
[ ]

Minimum Assistance — 6 Months
Months 1-6: 100% Rent Covered
Months 7-9: 50% Rent Covered
Months 10-12: 25% Rent Covered

Minimum Assistance — 6 Months
Months 1-6: 100% Rent Covered
Months 7-9: 50% Rent Covered
Months 10-12: 25% Rent Covered

Minimum Assistance — 4 Months
Months 1-4: 100% Rent Covered
Months 5-6: 50% Rent Covered

2. Programs shall obtain management approval for financial assistance adjustments to the level of
assistance previously approved.

3. Programs shall participate in twice monthly case conferencing meetings to review participant
assistance plans and approve extensions of assistance, identify leveraged resources in the
community, and brainstorm solutions to challenging cases.

. Programs shall use a progressive engagement/assistance approach to determine the duration and

amount of rental assistance provided to participants. The financial assistance amount should be
designed to ensure participants can reasonably maintain housing once rental assistance ends.

d.

Programs shall utilize a progressive engagement/assistance approach, prioritizing
housing stability, while including clear and fair decision guidelines and processes for
continual reassessment of the amount and continuation of the assistance.

Financial assistance shall be adjusted to households’ unique and changing needs. If
financial assistance has been stopped while the participant is still enrolled, and the
participant experiences a loss of income, or any other verified financial hardship
requiring additional rental assistance from the program, financial assistance can be
resumed.

The transition to participants assuming responsibility for full rent payment shall be
coordinated with case management efforts to assist participants in assuming increased
responsibility for their housing stability and personal budgeting.

Program staff shall review rental assistance amounts with supervisory staff monthly.
Programs shall complete a rent reasonableness calculation for all participants prior to
the provision of financial assistance with ESG Program funds, ensuring that gross rents
calculated for occupied units do not exceed FMR. Evidence of rent reasonableness
calculation shall be maintained in the participant’s file.

Provision of rental assistance shall not exceed 24 months in any 3-year period.



. Programs shall follow specific funder guidance and local program standards in determining limits to

the amount and duration of financial assistance, but no program shall provide financial assistance
on behalf of participating households for a period greater than 24 cumulative months.

. Programs shall assist participants in meeting basic needs at move-in by securing basic material

furnishings including mattresses and basic kitchen items, if not provided by the landlord. If financial
assistance is needed to procure furnishings, programs must verify with funder if such assistance is
an eligible expense. If financial assistance for furnishings is not available, programs shall link
participants to a program that offers this assistance.

. Programs shall not provide rental assistance directly to the participant. Financial assistance shall be

paid to an appropriate third party.

If the period and/or amount of planned financial assistance to a particular household has ended but
the household continues to request participation in supportive services, the programs shall continue
to offer case management and other services throughout the remaining time of the participant’s
period of enrollment in the RRH program.

. All Cleveland/Cuyahoga RRH programs shall limit the same household (same configuration of

household members) to only one enrollment in any RRH program during a 24-month period.

10. All Cleveland/Cuyahoga RRH programs shall evaluate a program participant’s eligibility and the

types and amounts of assistance the program participant needs not less than once annually for
program participants receiving ESG rapid rehousing assistance. If the program participant’s income
at recertification exceeds thirty (30) percent of median family income for the area, as determined
by HUD, the participant is deemed no longer eligible for ESG RRH assistance and will be terminated.

11. Programs shall pay rent by the date specified on the participant’s lease.

a. Programs shall have a policy that requires staff to check on rental payments by
participants to ensure proper on-time and full rental payment has been made.
Programs shall have the capacity to track payments to landlords and other vendors.
Programs shall establish a policy to address repeated non-payment of rental portion
by participant, including revisiting the Housing and Services Plan, facilitating tenant-
landlord meditation, providing full payment of rent inclusive of tenant portion,
reevaluating participant’s budgetary priorities, and determining financial hardship to
establish whether the program offers the appropriate level of services for the
participant.

Customer Service Supports for Landlords and Property Managers

1.

Landlords/property managers shall be provided with a clear summary of services, communication
protocols, roles, and responsibilities before a participant moves into one of their units.

a. Landlords/property managers must also be provided with a secondary point of contact to

ensure concerns are addressed when the case manager/housing specialist is unavailable.

Program staff shall accompany participants during the lease signing and move-in process and
ensure that participants understand all aspects of their lease agreement, including their rights as a
tenant, and the expectations of the landlord/property manager.
Programs shall regularly and proactively connect with the landlord/property manager or property
management company to address any concerns or questions. Programs shall establish a policy that
requires them to respond to landlord calls regarding tenancy issues within one business day.
Programs shall seek to resolve conflicts around lease requirements, complaints by other tenants,
and timely rent payments by promoting regular communication, positive problem-solving and
interventions that work to prevent evictions.
Programs are required to have rent payments made to landlords on the first business day of the
month.



a. Programs must allow for staff to check on rental payments by participants (as needed) to
ensure proper on-time and full rental payment has been made.
b. Programs may provide payment of rent if the participant has not paid their portion of the
rent.
c. Payments for security deposit or move-in assistance must be made to landlords within five
business days of initial request or lease signing.
In the event that a landlord/property manager has stated that the participant can no longer stay in
the unit, programs shall attempt to negotiate move-out and relocation terms with the participant
to move into another unit without an eviction and maintain the relationship with the landlord.
Programs shall coordinate with landlords and participants for transition of rental payments before
financial assistance has ended.

Case Closing and Program Completion

1.

Programs shall follow objective guidelines for when case management and/or financial
assistance shall continue and/or end. These guidelines shall be flexible enough to respond to the
changing needs of participants and should include a review and approval process for any
exceptions.

Programs shall not close out participants from program services due to substance abuse, failure to
abide by budget, noncompliance with housing and services plan, active health issues, or desire to
be assigned to another case manager or other similar issues.

Programs shall work with the participant to arrange a transfer to another housing program if it is
determined that the participant needs a different level of care.

Programs shall continue to serve participants until transfers to another program/system are
successfully completed.

If participants cannot sustain the unit at time of exit, programs shall not close them out of services
without offering alternative housing options to the participant.

When closing the case, case managers are responsible for ensuring that all appropriate referrals
have been made to the household and that necessary supports remain in effect. Information on
available community resources in their neighborhood have been shared with the participants.
When closing the case, case managers shall provide information to participants about how they
can access assistance from the program again if needed and what kind of follow-up assistance may
be available.

In the event that program participants completely dis-engage from program services and fail to
respond to repeated attempts (written, phone, oral) by case management to contact participants,
the case may be closed.

Record Keeping, Data Collection and Documentation

1.

All RRH funding recipients and subrecipients shall have written intake procedures in place to ensure
that documentation of program participants’ homeless status is maintained in accordance with the
program requirements.

Programs shall document homeless status with all enrollments. If a prospective client meets the
definition of ‘chronic homelessness’ on entry to the program, that status shall be documented in
the participant’s files.
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All RRH funding recipient’s/subrecipient’s written intake procedures shall establish the order of
priority for obtaining evidence of homelessness and/or at-risk of homelessness as: (1) third-party
documentation; (2) intake worker observations; and (3) self-certification. Self-certification
documentation shall comprise not more than 20% of all RRH participants served during a grant
period.
Programs shall maintain participant records that include documentation of all participant
assessments, enrollments, Housing and Services Plans, referrals, placements, interventions, or
follow-up activities.
Programs shall enter data into funders’ data systems

as required by funders. Data reported shall align with all policies and procedures outlined
by funders.
Files containing participant information shall be stored in a secure and locked location to maintain
confidentiality. Documents and information shall only be accessible by authorized personnel.
Participant documents must be filed within one (1) business day of their collection; data entry into
funder-approved data system must occur within three (3) business days.

Staff Training

1.

5.

Programs shall establish and document a regular process for onboarding new staff and regularly
update training procedures for current staff.
Program trainings shall include a review of all RRH program policies and procedures.
Programs shall establish a regular and documented process to onboard new staff and keep staff
updated on changing regulations and/or program policies concerning financial assistance, eligibility
criteria, program requirements, and CES information.
All RRH staff shall receive training on the following topics when available:

RRH Case Management, including all RRH components;

Program Operations;

Effective Approaches when Interacting with Participants;

Housing First and Low Barrier Practices;

Harm Reduction;

Diversion/Problem-Solving/Rapid Resolution;

Tenant Rights and Responsibilities;

Fair Housing;

Trauma Informed Care, including Secondary Trauma;

Mental Health First Aid;

Non-Violent Crisis Intervention;

Stages of Change/Motivational Interviewing;
. Equal Access and honoring gender identity best practices;

Domestic Violence and Safety Planning;

CPR, First Aid, and Communicable Disease procedures;

Mandated Reporting;

Cultural Responsiveness (shall be reflective of population and community served); and

Data Systems Usage.
All RRH program management staff shall receive training on the following:

a. Training for new program managers;
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b. Promoting self-care and preventing staff burn out;
c. Management;

d. Employee support; and

e. Team building.
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6.
7.

Staff shall complete training updates as necessary.
Programs shall maintain certificates and other documentation that verify training attendance for
each employee and documented in the employee’s file.

Operations

1.

Programs shall pursue reasonable accommodations to better serve participants and follow ADA
policies, as found in Appendix C.
If serving families, programs shall identify resources to ensure that all family members remain
together, if desired.
All programs shall ensure that program participants are provided safe and adequate housing based
on each participant’s self-identified gender.
Programs shall have policies and procedures to ensure that staff are able to participate in peer
learning and that supervisorial support is provided on a regular basis to ensure the implementation
of best practices and fidelity to these RRH Practice Standards.
Programs shall provide a private space for the provision of case management for all staff, including
staff co-located off site.
Programs shall develop and implement a language access policy and procedure to ensure that all
participants receive program information in a language they fully understand. The following shall
be included in this policy and procedure:
a. Strategies for meeting the needs of participants with visual and/or hearing impairments;
and
b. Written materials and program forms in languages that reflect the population being
served.
Programs shall accept all eligible participants with Service Animals per ADA rules and must provide
reasonable accommodations for Emotional Support Animals that assist participants in mitigating
the impacts of existing disabilities and reducing the symptoms that can lead to housing loss.
Programs shall develop a process for distributing and communicating program rules to participants
that is approved by the funder and includes the following components: program expectations,
participant responsibilities, and guidelines that outline behaviors that will lead to termination from
the program. Program rules shall be Trauma Informed and not punitive. Programs shall explore all
options, short of program termination, to continue providing services to program participants who
have violated program rules.
Programs shall develop and provide participants with a written policy that outlines participants’
rights upon admission. A statement of these rights, and how they are to be operationalized in that
specific program, shall also be posted in the facility, and shall include instructions for grievances.
The rights to be specified shall include, but are not limited to:
a. Theright to be treated with dignity and respect;
The right to religious liberty;
The right to privacy;
The right to be treated with cultural sensitivity;
The right to self-determination in identifying and setting goals;
The right to present complaints and grievances;
The right to have an advocate present during appeals and grievance processes;
The right to have all records and disclosures maintained according to written standards
and rules regarding confidentiality and privacy;
i. The right to review their records and external disclosures of any personal participant
information, as governed by written program standards and rules regarding confidentiality
and privacy;
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j.  The right to be clearly informed, in understandable and applicable language, about the
purpose of the services being delivered.

Program Administration

1.
2.

Programs shall not require participants to take part in religious activity.
Programs shall not deny participation on the basis of race, religion, ancestry, color, national
origin, familial status, sex, sexual orientation, gender identity, age, or disability. However,
facilities may serve a particular target population as directed by the funder. Note: programs
funded to provide specialized services to participants who are members of a protected class may
exclusively target and serve those funder-defined subpopulations, but only with the express
authorization from the funder (e.g. HOPWA-funded projects may only serve participants who are
HIV+/AIDS).
Programs shall not charge participants for housing or other services and shall not require
participants to surrender cash or non-cash benefits.
Program staff shall be made identifiable through uniform attire or identification badges.
Programs operating in confidential locations shall be exempted from this requirement to ensure
the safety and security of participants and staff.
Programs shall maintain an organizational chart which lists all staff funded under the RRH
program.
Programs shall maintain clear and comprehensive job descriptions for all staff positions.
Programs shall have a policy for securing feedback from participants regarding their experiences
with the program based on funder requirements.
Programs shall maintain a quality assurance plan that outlines a process for the integration of
participant feedback into revisions of program policies and procedures.
Programs serving youth, minors, families with children, and/or participants under the age of 25,
shall identify/designate staff that are responsible for coordinating with the McKinney-Vento
Liaison(s) within the local school districts and/or charter schools so that the RRH programs shall
assist families, youth, and minors to:
a. Reconnect youth experiencing homelessness back into school;
b. Ensure K-12 students experiencing homelessness have access to the resources, materials
and support(s) to stay in school and fulfill their academic goals;
c. Connect these student(s) to educational services which may not be available on the local
school campus;
d. Connect children experiencing homelessness under the age of five (5) to Head Start,
public schools, etc.;
e. Connect transition age youth (TAY) back to high school, college, job training, etc.
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Appendices

APPENDIX A. GLOSSARY

Assessment An evaluation of a participant’s strengths and barriers in achieving housing stability and other
outcomes related to stability. The information provided through the assessment informs program referrals
and Housing and Services Planning.

Coordinated Intake The Cleveland/Cuyahoga Coordinated Intake process facilitates the coordination and
management of the resources that comprise the homeless crisis response system in the county.
Coordinated Intake allows users to efficiently and effectively connect people to interventions that aim to
rapidly resolve their housing crisis. Coordinated Intake works to connect the highest need, most vulnerable
persons in the community to available housing and supportive services equitably.

Coordinated Intake Assessment The Cleveland/Cuyahoga Coordinated Intake Assessment utilizes a triage
and prioritization assessment tool called the Vulnerability Index. This tool is implemented as part of
Coordinated Intake process to assist in prioritization of housing program resources based on participant
vulnerability.

Diversion/Problem-Solving A strength-based, creative problem-solving conversation with people
experiencing immediate housing crisis and who are currently seeking assistance through the homeless
response system. Examples of diversion/problem-solving can include conflict resolution, family
reunification, and one-time financial assistance that will assist with an alternative housing solution (short
or long term) outside of the homeless response system.

Equal Access and Gender Identity Promising Practice On September 21, 2016, HUD published a final rule in
the Federal Register entitled "Equal Access in Accordance with an Individual's Gender Identity in
Community Planning and Development Programs." Through this final rule, HUD ensures equal access to
individuals in accordance with their gender identity in programs and shelter funded under programs
administered by HUD's Office of Community Planning and Development (CPD). The Gender Identify
Promising Practice requires that contractor, programs, shelters, other buildings and facilities, benefits,
services and accommodations, regardless of funding source, ensure equal access to an individual in
accordance with their gender identity.

Family A family includes, but is not limited to, regardless of marital status, actual or perceived sexual
orientation, or gender identity, any group of persons presenting for assistance together with or without
children and irrespective of age, relationship, or whether or not a member of the household has a disability.
A child who is temporarily away from the home because of placement in foster care is considered a member
of the family.

Harm Reduction Harm Reduction is a set of practical strategies that reduces the negative consequences
associated with risky behaviors. This can include safer use, managed use, ways to deal with hoarding, etc.

Housing and Services Plans Housing and Service Plans are simple, participant-centered plans that guide the
extent, scope, duration and delivery of supportive services and financial assistance to program participants

with the primary goal of supporting the participants successful tenancy and self-sufficiency.

Housing First Housing First is an approach to quickly and successfully connect individuals and families
experiencing homelessness to permanent housing without preconditions and barriers to entry, such as
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sobriety, treatment or service participation requirements. Supportive services are offered to maximize
housing stability and prevent returns to homelessness as opposed to addressing predetermined treatment
goals prior to permanent housing entry.

Intake Capturing basic client data into a database upon entry into a program (e.g., capturing and loading
required data to HMIS upon entry to emergency shelter). This process should also begin to identify a
participants’ service needs and lay the foundation for a housing plan to return the participant to stable
housing.

Low Barrier Policies and practices designed to “screen in” rather than screen out applicants with the
greatest barriers to housing, such as having very low-income, poor rental history, or criminal history. Low
Barrier is an active approach to the Housing First model that ensures homeless participants and families
may quickly exit homelessness.

Motivational Interview Principles A clinical approach that emphasizes a collaborative therapeutic
relationship in which the clinician “draws out” the client’s own motivations and skills for change, thereby
empowering the client.

Practice Standards Practice Standards are minimum baseline requirements for each system component
which all funders and funding administrators agree to adopt and incorporate into their program guidance
and funding contracts with contractors.

Progressive Engagement/Assistance An approach for providing financial assistance and case management
services in permanent housing programs. This approach seeks to provide only the amount of assistance
necessary to assist each participant to reach housing stability, not more. Progressive Assistance starts when
staff first meet their participant and begins the process of assessing the person’s strengths and housing
barriers. Staff should continually assess out how much a participant can do on their own at every meeting.
Staff will find that the engagement and service assistance intensity may go up and down depending on
what the participant is experiencing. While there may be months were a participant needs less assistance
from case management, this decrease in Case management shall not fall below the minimum standard set
by the funder of the program. For financial assistance, the staff should assess the household’s ability to pay
part of the rent (and how much of the rent) every month and discuss with them any changes that staff feels
is appropriate to occur. If participant need decreases the amount of assistance decreases, and if need
increases the amount of financial assistance would also increase. While the goal is that there will be a
steady progression of the participant taking on more responsibility, it may be that things could change more
sporadically. A new job, for example, may not continue causing a need to increase financial assistance. The
amount of case management and financial assistance are not directly tied together. It is possible to
eliminate all but the minimum of case management, while continuing to provide financial assistance.
Likewise, it is possible that financial assistance may no longer be necessary because the participant can
afford the rent on their own, but still benefit from some degree of services assistance from case
management. This flexible, individualized approach works to maximize resources by only providing the
amount of assistance that a household needs.

Transition Age Youth Individuals 18-24 years old.

Trauma Informed Care Trauma Informed Care is an organizational structure and treatment framework that
involves understanding, recognizing, and responding to the effects of all types of trauma. Trauma Informed
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Care also emphasizes physical, psychological and emotional safety for both participant and providers, and
helps participants rebuild a sense of control and empowerment. Trauma Informed services take into
account an understanding of trauma in all aspects of service delivery and place priority on the trauma
survivor’s safety, choice, and control. Trauma Informed Services create a culture of nonviolence, learning,
and collaboration. Contractors must also develop sets of policies and procedures for educating and training
staff on Trauma Informed Care practices and how trauma may adversely affect aspects of a person’s
development.

Warm Handoff (aka Linkages) A personalized participant referral or transfer of care from one service
provider to another. A warm handoff typically includes a one-on-one interaction, which can be in-person
or a phone call, with follow-up between participant and providers to promote successful connections with
the new provider and minimize any service disconnection.
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APPENDIX B. GRIEVANCE POLICIES AND PROCEDURES AND TERMINATION POLICIES AND
PROCEDURES

1. The following are the Grievance and Termination Policies and Procedures minimum standards.

a. Programs shall maintain a written set of Grievance Policies and Procedures and
Termination Policies and Procedures.

b. Programs shall submit a copy of the Grievance Policies and Procedures and the
Termination Policies and Procedures to the program’s funder(s) for review and approval.

c. The Grievance Policies and Procedures and the Termination Policies and Procedures shall
be discussed with participants during intake and copies shall be offered to the participant.

d. Programs shall maintain documentation of the participant’s signature acknowledging that

e. the Grievance Policies and Procedures and Termination Policies and Procedures were
discussed and offered to them or documentation that the client was unable/unwilling to
sign the acknowledgement.

f.  Grievance Policies and Procedures and Termination Policies and Procedures shall be
prominently displayed in common area(s) in the facility.

2. Grievance Policies and Procedures shall include, but are not limited to, the following:

a. The identification of at least one staff and an alternate (by staff title, not name) who are
responsible for addressing all grievances. The designated alternate shall be responsible for
addressing grievances in which the designated staff is the subject of the grievance;

b. Information about how the participant can file a grievance, including information about
how they can contact assigned staff(s) and alternate(s) to file a grievance;

c. Atimeline, not to exceed 72 hours in length, during which the participant will acknowledge
the grievance being received and a timeline, not to exceed 10 business days, during which
the participant will receive a written decision about the grievance that includes the factors
that led to the final determination;

d. Information about how the grievance will be reviewed, including a discussion of what facts
will be used in the review;

e. Information about the appeal process to be entered into if the participant is not in
agreement with the grievance decision including the identification of at least one staff and
an alternate (by staff title, not name) who are responsible for a second level review of the
grievance and a timeline, not to exceed 72 hours in length, during which the participant
will receive acknowledgement of the request for a second level review of the grievance
being received and a timeline, not to exceed 10 business days, during which the participant
will receive a second level written grievance decision that includes a statement of the
factors;

f. Information about the appeal process to be entered into if the participant is not in
agreement with the second level grievance decision;

g. Discussion of how the confidentiality of both the participant who filed a grievance and the
written grievance will be ensured; and

h. Discussion of the receipt and outcome of all grievances will be documented and
maintained including the date the grievance was submitted, the date the submission was
acknowledged, the staff that addressed the grievance and the date the participant
received the written grievance disposition.

3. Termination Policies and Procedures shall include, but are not limited to, the following:
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The reasons for terminations. These reasons might include possession of weapons, sexual
misconduct, behaviors that are a danger to others, verbally/physically threatening
behaviors, or direct observation of participant engaging in illegal activity on site;
Contacting the funder, if required, prior to terminating the participant. Exceptions to this
include behaviors necessitating calling 911 and situations requiring immediate termination
that occur on the weekends and evenings. In these instances, and if required, the funder
shall be contacted the following business day;

Discussion of how participants will receive written notification of terminations and
informed that they may appeal the decision by filing a grievance; and

Discussion of how terminations will be documented, and the maintenance of any police
reports or other documents associated with the termination such as written confirmation
of meetings with the participants regarding their possibly being terminated.
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APPENDIX C. AMERICANS WITH DISABILITIES ACT (ADA) COMPLIANCE

The following section outlines requirements related to Americans with Disabilities Act (ADA) compliance
requirements. If a program is unable to comply with any of the following standards, the operator shall
document that reasonable accommodations to meet the accessibility needs of participants were provided,
and to ensure that documentation is filed for future monitoring.

1.
2.

10.

11.

12.

13.

14.

15.

16.

Facilities shall be accessible to participants with mobility devices.

Facilities should not have areas, in or out of the property, with broken, raised, or uneven sidewalks or
walkways, or stairs or steps with no identified accessible pathway to the entrance and/or curb cuts.
Entry into the facility should be accessible to individuals with a mobility device, including individuals
who use wheelchairs or scooters, manually-powered mobility aids such as walkers, crutches, or canes.
The exterior of the facility should be accessible for participants with disabilities when approaching,
entering or inside the location.

Programs shall provide at least one restroom with at least one stall with a five-foot turning radius.

All restrooms established under this section shall have handles for an individual using a mobility device
to move themselves without assistance.

If parking is available at the facility, programs shall provide at least one ADA accessible van parking
space for every 25 non-accessible parking spaces. The accessible space should provide enough room
for a van with a hydraulic side lift to go up and down without any issue.

All fire alarm systems and fire extinguishers should be no more than 48 inches from the ground for easy
access in case of an emergency.

All programmatic areas shall be accessible for an individual with a mobility device.

Programs shall provide at least one shower accessible for those with a mobility device, regardless of
gender.

For sites with more than 50 beds there should be at least one accessible roll-in shower or at least two
transfer ADA shower seats.

Programs shall provide accessible beds for persons with mobility disabilities designed for easy transfer
from a mobility device.

If there are common/communal areas located at the facility, they shall be accessible for all individuals,
including those with mobility disabilities.

If there is a dining area located in the facility, it shall be accessible for all individuals, including those
with mobility devices.

Doors within the facility shall be equipped with a handle which can be opened with a closed fist rather
than a knob.

ADA postings shall be posted in plain sight in a common area of the facility.
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APPENDIX D. HEALTH, SAFETY, AND INCIDENTS

10.

11.

12.

13.

Programs shall have written policies and procedures to guide staff actions and program services
regarding injury and disease prevention within their programs.

Programs shall establish a centralized and organized system of documenting Incident Reports and an
Incident Report log to track, monitor, and resolve crises, conflicts, accidents, injuries, illnesses,
trauma, etc. that occur within any and all of contractor’s facilities and/or programs.

Incident Reports must be made available to Funder upon request.

Funders must be notified immediately of incidents that result in emergency personnel/first
responders being discharged to any and all of Funder’s facilities (police, sheriff, fire department,
paramedics, etc.), and any incidents resulting in hospitalization, bodily injury, signs of contagious
disease and/or death of participants and/or staff, or any damage done by participants and/or staff.
Incidents related to the suspicion of abuse, neglect, trauma, and/or death of children must be
immediately reported to the Cuyahoga Child Abuse Hotline at: (216) 696-KIDS (5437).

Upon completion of report to the Child Abuse Hotline, programs must notify FrontLine Service within
12 hours of the incident.

Incidents related to the suspicion of abuse and/or neglect of senior/elder participant must be
immediately reported to the Cuyahoga County Adult Protective Services Elder Abuse Hotline at: (216)
420-6700.

Upon completion of report to the Elder Abuse Hotline, contractor must then notify Funder of the
incident.

Programs shall provide the name and title of the individual designated by Program to handle all
Incidents. Program must clearly indicate how this individual can be contacted.

Programs shall complete a funder specific Incident Report Form and submit of all incidences when
there are any acts of violence, death, any damage done by participants receiving funder homeless
services and resolution to the incident.

All required Incident Reports must be submitted to Funder via ENCRYPTED email within 12 hours of
the incident occurrence.

Program shall maintain a written set of Incident Reporting Policies and Procedures that comply with
Funders requirements.

Copies of the incident reporting forms and policies and procedures must be made readily available to
staff at all times.
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APPENDIX E. RESOURCES

1.

For more information, reference the “Core Program Components” in the HUD Rapid Re-Housing
Brief: https://www.hudexchange.info/resources/documents/Rapid-Re-Housing-Brief.pdf.

Literally homeless according to the HUD Category 1 or 4:
https://www.hudexchange.info/resources/documents/HEARTH HomelessDefinition FinalRule.pdf.

HUD Equal Access Rule: https://www.federalregister.gov/documents/2016/09/21/2016-22589/equal-
access-in-accordance-with-an-individuals-gender-identity-in-community-planning-and-development.

HUD Exchange Homeless Definition:
https://www.hudexchange.info/resources/documents/HomelessDefinition RecordkeepingRequireme

ntsandCriteria.pdf.
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